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What is Privacy?
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What does Privacy Mean to You?

▪ Draw a picture that represent privacy to you

▪ Or feel free to jot down some words, 
phrases, or a poem



http://cups.cs.cmu.edu/privacyillustrated/



Privacy is the 
right to be by 
yourself. Privacy 
is isolation.

– Kevin, age 28

Privacy is being 
by myself.

– Emma, age 5



Your room is 
private. 

– Alexia, age 11

– Rachel, age 20



"The Right to Privacy" (1890)

• Right to be left alone
• Some data is private



People have right 
to keep what they 
do not want to 
share invisible. 

–AC, age 24

Privacy is a network: I 
share what I want with 
whom I want and trust 
and what matches 
with those in the 
network…. 

Green = share. 
Red = don't. 





Privacy is the claim of 
individuals, groups or 
institutions to determine 
for themselves when, 
how, and to what extent 
information about them 
is communicated to 
others.

– Alan Westin 

Privacy and Freedom (1967)



Privacy is a value that 
is very important to 
have in a society to 
work and progress 

– Pedro, age 35

– C, age 20



Contextual Integrity
• defines privacy relative 
to appropriate context

• considers information 
type, time, location, 
purpose, principals 
involved (subject, 
sender, receiver)

• dependent on social 
norms 

• norms can change 
over time



Privacy as Vulnerabilities
• limitations of norms for protecting 
privacy

• vulnerable populations 
• more likely to be susceptible to 

violations
• harms are higher impact

• draws on feminist and queer 
theory



Approaches to Privacy
• Ignore it
• Self-regulation
• Legal regulation





FIPPs
The FTC's Fair Information Practice Principals 
(FIPPs) are the most broadly recognized guidelines 
for handling private data in information systems

• Seek consent
• Minimize data use
• Limit storage
• Avoid linking



OECD fair information principles
▪ Collection limitation

▪ Data quality

▪ Purpose specification

▪ Use limitation

▪ Security safeguards

▪ Openness

▪ Individual participation

▪ Accountability



General Data Protection Regulation

• Introduced individual rights
1. The right to transparency
2. The right to access
3. The right to correct
4. The right to delete
5. The right to data portability
6. The right to withdraw consent
7. The right to object

• Adopted: April 14, 2016
• Effective: May 25, 2018

• Additional obligations
• Legal basis for processing
• Purpose limitation
• Data Minimization
• Storage limitation
• Security requirements
• Privacy by design

Goal: Codify fundamental right to protection of personal 
data. 



California Consumer Privacy Act
• Goal: Give users more control over their personal 

information. 

• Introduced four key rights:
1. The right to know
2. The right to delete
3. The right to opt-out of sale
4. The right to non-discrimination

• Signed: June 28, 2018
• Enforced: July 1, 2020
• Amended: January 1, 2023 (CPRA)

and limit use of personal information





Course Projects



Forming a group…
• What system(s) are you exciting about building? 
• What skills/experience will you bring to a group?
• How challenging do you want your project to be?
• How often/when are you available to meet?
• What programming language do you want to use?


