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Review: Function Calls in Assembly

void £f1 () {
double a2[2] = {1.0,2.0};
int al[4] = {1,2,3,4};

f1l:
sub
movsd
movsd
movsd
movsd
movl
movl
movl
movl
add
retq

main:

retq

call f1

$0x28, %rsp

0x216 (%$rip) , $xmmO
%xmm0 ,0x10 ($rsp)
0x210 (%rip) , $xmmO
%xmm0 ,0x18 ($rsp)
$0x1, (%$rsp)
$0x2,0x4 (%rsp)
$0x3,0x8 (%rsp)
$0x4,0xc (%rsp)
$0x28, %rsp

Yorsp =—

0x40068b
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— a2

— al




Memory Referencing Bug Example

void £f1 () {
double a2[2] = {1.0,2.0};
int al[4] = {1,2,3,4};
al[4] = 1413754136;
al[5] = 1074340347;

f1:
sub $0x28,%rsp
movsd 0x216 (%rip) , $xmmO
movsd $xmm0,0x10 ($rsp)
movsd 0x210(%rip) , $xmmO
movsd $xmm0,0x18 ($rsp)
movl $0x1, (%rsp)
movl $0x2,0x4 (%$rsp)
movl $0x3,0x8 (%$rsp)
movl $0x4,0xc (%$rsp)
movl $0x54442d18,0x10 (%rsp)
movl $0x400921fb,0x14 (%rsp)
add $0x28,%rsp
retq

Yorsp =—

0x40068b
2.0
— a2

OxSéggngS
0x400921fb
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Memory Referencing Bug Example

void £f1 () {
double a2[2] = {1.0,2.0};
int al[4] = {1,2,3,4};
al[10] 47 ;

}

f1l:
sub $0x28,%rsp
movsd 0x216 (%rip) , $xmmO
movsd $xmm0,0x10 ($rsp)
movsd 0x210(%rip) , $xmmO
movsd $xmm0,0x18 ($rsp)
movl $0x1, (%rsp)
movl $0x2,0x4 (%$rsp)
movl $0x3,0x8 (%$rsp)
movl $0x4,0xc (%$rsp)
movl $0x2f,0x28 (%$rsp)
add $0x28,%rsp
retq

Yorsp =—

0x0aQ&8b
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— a2

— al




Exercise 1. Memory Bugs

- What is the state of the stack immediately before the
program returns from {27

- What will happen immediately after f2 returns?

int £2 () {
int al[4] = {1,2,3,4}; %orSp =—
al[6] = 0x40247a;

}

£2:
sub $0x18,%rsp
movl $0x1, (%rsp)
movl $0x2,0x4 (%$rsp)
movl $0x3,0x8 (%$rsp)
movl $0x4,0xc (%$rsp)
movl $0x40247a,0x18 (%rsp)
add $0x18,%rsp
retq

0x40068b

— al




Buffer Overflows

- Most common form of memory reference bug

- Unchecked lengths on string inputs
- Particularly for bounded character arrays on the stack

/* Echo Line */
S’;ack Fre?me void echo () {
ol miELIL; char buf[4];
gets (buf) ;
puts (buf) ;
0000100100 saved }
0014006 |3f| srip h
echo:
bc|lob|6a] 69 subg $0x18, %rsp
68| 67]66]|65 lea Oxc (%rsp), %rdi
64]63]62]61|Put call gets
lea Oxc (%rsp) ,%rdi
call puts
12 bytes unused addg $0x18, %rsp
) ret

Srsp



Exercise 2: Buffer Overflow

Construct an exploit string that will successfully cause the
program to print "You are now logged in" without knowing
the correct password

1. How many bytes of padding are in this exploit string?
2. What value will you overwrite the return address with?

int authenticate (char *password) {
char buf[4];
gets (buf) ;
int correct = !strcmp (password, buf);
return correct;

}

int main(int argc, char ** argv) {

char * pw = "123456";
printf ("Enter your password: ") ;
while (!'authenticate (pw)) {

printf ("Incorrect. Try again: ");
}
printf ("You are now logged in\n") ;
return 0;




authenticate:

0x4005f6 <+0>: sub $0x28,%rsp

0x4005fa <+4>: mov %rdi, 0x8 (%rsp)
. 0x4005ff <+9>: lea 0x18 (%rsp) , %rax

m 0x400604 <+14>: mov $rax,%rdi

Exercise 2: Buffer Q oesesnim s
0x40060c <+22>: callg 0x4004e0 <gets@plt>
0x400611 <+27>: lea 0x18 (%rsp) , $rdx
0x400616 <+32>: mov 0x8 (%rsp) , %rax

Construct an exploit string that |  9x4006ib <+37>: mov  érax, szsi

0x40061le <+40>: mov $rax,$rdi

: " 0x400621 <+43>: callg 0x4004d0 <strcmp@plt>
program to print "You are NOW I{  ciicoess <rass: sost” sean, soax
0x400628 <+50>: sete %$al

the correct password 0x40062b <+53>: movzbl %al,teax

0x400636 <+64>: add $0x28,%rsp

1. How many bytes of padding|  0x400ss= <+ée>: retq
0x40063b <+0>: sub $0x28,%rsp

2. What value will you overwrit| oxsooess <+a>: mov  seai,oxc (szsp)

0x400643 <+8>: mov %rsi, ($rsp)

int authenticate (char *password) { 0x400647 <+12>: movq $0x400728,0x18 (%rsp)
char buf[4]; 0x400650 <+21>: mov $0x40072f, %edi
gets (buf) ; 0x400655 <+26>: mov $0x0, %eax
int correct = !strcmp (password, buf) ; 0x40065a <+31>: callg 0x4004b0 <printf@plt>

0x40065f <+36>: jmp 0x400670 <main+53>
0x400661 <+38>: mov $0x400748, %edi
0x400666 <+43>: mov $0x0, $eax

0x40066b <+48>: callg 0x4004b0 <printf@plt>
0x400670 <+53>: mov 0x18 (%rsp) , %rax

return correct;

}

int main(int argc, char ** argv) {

char * pw = "123456"; 0x400675 <+58>: mov S$rax,srdi
printf ("Enter your password: "); 0x400678 <+61>: callg 0x4005f6 <authenticate>
while (!authenticate (pw)) { 0x40067d <+66>: test Seax, %eax
printf ("Incorrect. Try again: "); 0x40067f <+68>: je 0x400661 <main+38>
} 0x400681 <+70>: mov $0x400768, %$edi
printf ("You are now logged in\n") ; 0x400686 <+75>: callg 0x4004a0 <puts@plt>
return O0: 0x40068b <+80>: mov $0x0, %eax
} 0x400690 <+85>: add $0x28,%rsp

0x400694 <+89>: retq




authenticate:
0x4005£f6 <+0>: sub $0x28,%rsp
0x4005fa <+4>: mov %rdi, 0x8 (%rsp)
. 0x4005ff <+9>: lea 0x18 (%rsp) , %rax
m 0x400604 <+14>: mov $rax,%rdi
Exercise 2: Buffer Q e sae:mer seexies
0x40060c <+22>: callg 0x4004e0 <gets@plt>
0x400611 <+27>: lea 0x18 (%rsp) , $rdx
0x400616 <+32>: mov 0x8 (%rsp) , %rax
0x40061b <+37>: mov $rdx,%rsi
0x40061le <+40>: mov $rax,$rdi
0x400621 <+43>: callqg 0x4004d0 <strcmp@plt>
0x400626 <+48>: test %eax, $eax
0x400628 <+50>: sete %$al
0x40062b <+53>: movzbl %al, %eax
0x400636 <+64>: add $0x28,%rsp
0x40063a <+68>: retq
main:
0x40063b <+0>: sub $0x28,%rsp
0x40063f <+4>: mov %edi,Oxc (%rsp)
0x400643 <+8>: mov %rsi, ($rsp)
0x400647 <+12>: movqg $0x400728,0x18 (%rsp)
0x400650 <+21>: mov $0x40072f, %edi
0x400655 <+26>: mov $0x0, %eax
0x40065a <+31>: callg 0x4004b0 <printf@plt>
0x40065f <+36>: jmp 0x400670 <main+53>
0x400661 <+38>: mov $0x400748, %edi
0x400666 <+43>: mov $0x0, %eax
0x40066b <+48>: callg 0x4004b0 <printf@plt>
0x400670 <+53>: mov 0x18 (%rsp) , %rax
0x400675 <+58>: mov $rax,srdi
0x400678 <+61>: callg 0x4005f6 <authenticate>
0x40067d <+66>: test %eax, $eax
0x40067f <+68>: je 0x400661 <main+38>
0x400681 <+70>: mov $0x400768, sedi
0x400686 <+75>: callg 0x4004a0 <puts@plt>
0x40068b <+80>: mov $0x0, $eax
0x400690 <+85>: add $0x28,%rsp
0x400694 <+89>: retq




Stack Smashing

- Idea: fill the buffer with bytes that will be interpreted as
code

- Overwrite the return address with address of the
beginning of the buffer

Stack Frame /* Echo Line */
forcall echo void echo()

{
char buf[4];

TE|fE| ££] £ gets (buf) ;

saved puts (buf) ;
ff|ff|ea] 40 Srip }
33132131130

echo:

39138]37]|36 subg $18, %rsp
35]134]133] 32 movqg $rsp, %rdi
31130139138 call gets
3713635 34 call puts

33323130 addq $18, S%rsp
Srsp—» b=l b f ret




