cscid4 — discrete math & functional programming
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Relations recap

> A (binary) relation on a set A is a subset of AxA
> A relation can be any, or none, of the following:
reflexive

symmetric
transitive

> A relation that is reflexive, symmetric, and transitive is called
an equivalence relation

> An equivalence relation on a set A partitions A into a set of
equivalence classes



Practice questions

> For each of the following relations, indicate if it is reflexive,
symmetric, and/or transitive. If it's all three and therefore an
equivalence relation, describe the equivalence classes.

1. S = all juniors and seniors at Pomona. (x,y) in R, iff x andy
share a major.

2. S=2Z. (X,y) In R, iff x=y.
3. $=4{1,2,3,4,5}. R, = {(1, 5), (2, 2), (2, 4), (4, 1), (4, 2)}.

> S = all students at Pomona. Define an equivalence relation on
S that isn't one of the ones discussed in lecture last time.



Closures

Definition 8.11: Reflexive, symmetric, and transitive closures.
Let R C A X A be a relation. Then:

The reflexive closure of R is the smallest relation R’ O R such that R’ is reflexive.

The symmetric closure of R is the smallest relation R” DO R such that R” is symmetric.

The transitive closure of R is the smallest relation Rt DO R such that R is transitive.

g (ziogsiileg;:he relation R = {(1, 5), (2, 2), (2, 4), (4, 1), (4, 2)} on {1,
’Wﬁat’is the reflexive closure?
What is the symmetric closure?
What is the transitive closure?

” S = all students at Pomona. (x,y) in R, if x and y share a major.






Transmitting information

channel

message codeword / message’
encoder S . decoder
codeword

> cryptography
> error correction
> compression



Transmitting information - cryptography

channel

> goal is to keep someone with access to the channel from
finding out information about the message.

> assumptions (for now)
message = message'
codeword = codeword’

> why?

> how?

-~



Private key cryptography

> Symmetric-key algorithms

* The communicating parties share a piece of secret information
(the key k)

> Examples?
> Challenges?



Public key cryptography

> asymmetric-key algorithm

> Everyone publishes their public key.
> If you want to send a message to someone, you encrypt it with
their public key.

> When you get a message you can decrypt it with your private
key.

~



Public key encryption in practice

A

Richard Adams

Fingerprint: 3DAF 842A DAAF 190D AB13 D701 DCCE B6EA 2697 15E7

Email Address:

PUBLIC KEY

Esther Addley

richard.adams[@)theguardian.com

Fingerprint: 081E DOF2 4742 3B23 2C53 BODA FA39 808F D279 4676

Email Address: esther.addley[@]theguardian.com

N
Jonathan Alden

Fingerprint: 29C6 09D9 5CF7 1EEE 7549 66F6 CD1B 662A 4686 OFB1

Email Address:

PUBLIC KEY

Lorena Allam

jonathan.alden. freelance[ @ ]thegquardian.com

Fingerprint: 36D5 D5B6& OADF FB83 0528 F6AF 5D00 EECE 797E 0CD7

Email Address: Lorena.Allam[@]theguardian.com

Version: GnuPG vl1.4.11 (GNU/Linux)

mMQENBFIfN90BCADXcOhKEUKuZ jLajLygK6unrB6mQlFXVcMLO+LE/FIAyJRATXP2
PgxpDkSsK7H6DcOZaoU03 jCxAgmjFIMMMztFDWyAZHQVLpwIw+ZqggX94pMsRgmTL
SLFAYSiSa/yPukEkmeclOCWEKUppJ2s1MvRsmr+t0aglp0QWllhaCmvOhbEiYsXGe
nbW98hnvQGucXoW+9¥7Xcgb6xGvCOGNRduaYCmRjro2io9k5C80b2S2z0SvWGWKVED
1wx21cIghA4A1HXWDQJIRCrTpVebAYzSnijPbXyZAOKbPkvwnApI2pU/6QWAF/ 3yX
2Ld3MWAOTSIzhgdBDlZsmaSeLNRvt9ATpO1ZABEBAAGOLUVzdGhlciBBZGRsZXkg
PGVzdGhlci5hZGRsZX1AdGhlZ3VhcmRpYW4uY29tPokBOAQTAQIAIGUCUKh833QIb
LwYLCQgHAWIGFQgCCQOLBBYCAWECHGECF4AACGkQ+mA]9TSRnbKXwgAgB2sTnnB
n+pUPOmf9tEMa7y7/X5tRAFOPTekmRTczV1glo+GEfATdIQpCVL1Mm+nKKMM6QVka
2nFCs/wz0WAnegp+iw9YzFJ10LV0J6£9YIJFX1dS2EzP4gJ44T+7d/y30HW3gdecm
v73mxp8Y¥csCruhk2UEZOn7igL10qgdNfggpk9h4 1KvFV3TPWbz8xTP1HgJ1U8gAL
j5AH80YEdFwN1BMiu7QsKeY5srD3MgwvQlv3BxbBCN5rx+fBVZ71E9guCXoMc5mx
qKk+92IzmLE7gDhX0qcvBGSROBFKQ1P5RPCeIx1jusS+GS3JUSQrRETxhg8%h885z
IAp2d/tzPBoKUriNBFIfN90BBACp7yZA1Mgj+r¥YViDK70VJIJzbrfxlweBJtUMvVK
16E5KJr2VoxNMNk5+YkZi0GSxwP7U2urrtWXe3yJ1xCoJp916jvaM92ImlD8FkP4
tmIxuIvmdnHHO0+S7egqq286etil8IuHFosFN2tUs9xS8WWYBlaBmbAzujrrkLIvnB
3LzvgwARAQABiQGIBBgBAgAIBQJISHz fdAhsuAKgJEPOS59I/SeUZ2nSAEGQECAAYF
AlIfN90ACgkQt0F2F+VPJIGBSmMAP/d6g4czB+kbaGR15dWHIPO/S193Y2JjYAhyhg
w7Bf8Qv2LXiput1XORk9IEK7P17NnRMxb20Tv7yURIXG+04qrrvS71p09ygNYULLP
OE2NEcSySfs2ayurlMHdzD+RsyaGLMfPBh4D4w5S5Sptc5xCzEYie5Sh8L6APMWGAY
PIcFUgelfwf/ascMLMyHOLeWSq910QaFJN17WiwXBOeXmXFwH2U+R4t jPLwBGceQ+
Z8NSTMCQ7t0s0dn5YvbLFhfuozQs2U201IS5UQgowf+xChaw3eJ9ICdaZRNX9c8f
Cl7LI3Z7agbZrDgUUlox61TO7FZCrSNFSFUPNXhKVX1rTygcdfnbPigRrsGQr85I
dMvTvFKEQglxQSITF9YKKD8yX30py5KRImlOlg50lV0z9KEpg2vNpucDec2Nn3DKY
E60V5JB1QpYh2GQgESY/I/bxz82HvoZ7+SH3DZ+ufrXEzBcAtGHYFhnNgikS63EX
zk5k0nDOnf1g0iZ3mncYUBhNntu3SgumSw==

=0+zV

PUBLIC KEY

https://www.theguardian.com/pgp

Encrypted Email

If you use PGP encryption, here is our fingerprint and
link to our public key. If you use our public key with a
mail encryption plugin, for example Mailvelope or
Enigmail, this encrypts the contents of your message
but not the subject line or the name of the sender.

Fingerprint:
EC6C 2905 FOF9 3C03 7394 6CAl 0642
427A 5FF7 S80BE

Email: lockbox@washpost.com

The Post's public key

~BEGIN PGP PUBLIC KEY BELOCK—
MGMEGLIGOKE DACT /dyy2 TraihaE 15513019018 3YeFYFN LW LIonvNCemN+ncus
SuBHZIQFoCtytfMIzEWWEacTYFYSTVZC)DI, BFt Nz pCCFminzkCZPLTWRD SxGL
WTHC3rzp) 5FEn 3veH O TRCPbBsEVrZABQOZCOTIC TEYHAFZYbTqTENGD3AmP
O +2mnzZENEIETTIS]| TH* Bq3dz2iali/ IHET+ TnvOGwHJ A duMMPRW TN ZFZv210
YpUYFE+piwGOmATTOEE|CEE K ZxpCI3005gE * INHKL DY 2GFA3e2EIBBFMICZNS K
NGOTETEOYMEbpSTuE BSgGIMeMLOBE IBSOLYYFilAWx Hyx S DbSESYFGEANAINH
3K WindPI5/ YvIvsaBul YE3 gyl LISVW3FE HYU TS H/aOnb6fpIimERUaBROSKg INF
FG+VLEOZNTNG 4apTwivyS0medBACBIWIHLWIUCYH P3| 3raMymdrao mF 14D
Nl g3LeZATSTAAPSSSAEQEAADGIVFOQIENY ZUIn3gEF Gav 21ID3NACZ FzaHBYC 30U
Y2GiPoREGw] TAQgAFTY hBOxsKOXw+ Tw D5 RsoQZCOnpiod T+ BQUIG+ThsDED
LiF)
WTe3BQsICACCBNUKCOE LAEQWAEMBAN ABANSAACEIEAZCONPISIC+ FIEETGwWRB!
D5

PANZIGyhBEICEl/ 3gLETR0V+ F30aINPOYZ2ETLYNINPOBS3EUn BRvo R1DZK00A4
FE2E/s0NY108CCASWI UV gevLFNDI 325 eW iy 1 pRGU K ZuzimS4 562 00w
DMHHCOEYPTATGHOFERTHTLIHLBTaYXCWOZT IgAWYrviDZonN I Rd4nDgfoliH|
HOEwOun,/UFaUKETpBS 5HS 25 ihx(xRQ 2Gg05pvASQWmaNTULetSeZoy2qTaoy
6T

|j2y#se, WMEBE4cDPMFBFSZLWHDS+ gzphMwealgk LIUyGvWEZ 1| S4ncWs SKT0/
NYMaeYljukIpF+hzriS3yoeEFL3AFOSWYeEnk 1 3GFEraF TADRIAIDYRSISEV]
WdyrtuTIsSFEMSLOIT IVuX IMwT ndeEwcSXeZT TnobVOFDBz30es0XdTe/ReGEL:
TulldF IV URWETT BX 34| debiw2,/ Grikd LtebOMaCacK4d EDuLlIGAfChEZNDEUS L
NLxnEPGUGDeAZINEWOND 2HS UQGNEGLIGOKBOACNISLEMY LHULSIEWCTU DlaArFT
dsawyETEYcne 2UKGRAIMG TIEWTI3aIEgCas zk UZF 3s0kngEh LPGETDW+ Suz0OWrg
rpfiF 2+ PakFaTLUChe Ydh,mxtXed|adAkyic GVIKD ERS0nS0pH 33dFisnhmE3

17/ G/aFICIAWRmMMyMEzSXarRo H+GVEFANDHEH +06d8hPUXIBFS 2WYDeo/ 30T
1
OmugMZEYyodb3RgXHYOZcgkTmOXuXUoHse IPhirfieWzoZtsalbzL 1aCgoe 5 BeqG
w

rEcESEatsexexnAIPT TV 220y FMGXQREMIKWC WO T WAIVe Livawk 3VYBEcH
NENAWaFA4TD AW+ BadMADNKY2VOZDNNFMHYSUSLE N1 LV SFRSNAYN+0260
QAIFF
o3IMNEWISQoLTeRngwwxMeIDSUdry + ox 2l GIFMDEyro62 bbow v TLISQZTHE,/ 5
IvNIMT R LEA4ICh M QBEANrDITTWSLSY + 10 e+ EAEQEAAYKEOWO Y AQEAITTNEBD
X

KQXw+TwDe5RsolZCOnpfB4C+ BOJIE+UARsMBOKDWTo3AC EJEAZCOnpfa4C +FIE
E 7GwpBIISPANZIGYhBRICE/ 3L TuXwwAhxe eV GugSUTZmKIzB|gCoF4WhiTaFt
IGMEFLW] 0TS gReYWARKDCW 2L EC IEBnoAek HEUO LK RNCITrenWUH Mo
+Z WOXEI4GSdxlvriy 3argvzABdoxNWZph 1u T dv4E{3MFTqu|ZnkITTrifaoCnb20%
UOdR + 1L AFLof 4UETd nd Wd 0Djwo K SpulALFZIHI IFDGa05 gRCEP Na CFIGR| 13Uy

https://www.washingtonpost.com/anonymous-news-tips/



RSA algorithm

" A very widely used public RON RIVEST, ADI SHAMIR & LEN ADLEMAN @
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> Our plan

What is the algorithm?
Why does it work?

How to implement it
offcientiv/?






Modular arithmetic — definitions and properties

a=b(modm)ifandonlyif amodm=b modm

l.e.,exists X, y,zinZ:a=x*m+zAb=y*m+ 2z

Some useful facts from Wikipedia:
(if al=a2 (mod m) and bl=b2(mod m):
a + k=Db+ k (mod m) for any integer k (compatibility with translation)
ka = kb (mod m) for any integer k (compatibility with scaling)
ka=kb (modk*m) for any integer k
al + a2 = bl + b2 (mod m) (compatibility with addition)
al — a2 = Dbl — b2 (mod m) (compatibility with subtraction)
al *a2 = bl * b2 (mod m) (compatibility with multiplication)
ak = b* (mod m) for any non-negative integer k (compatibility with exponentiation)
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