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In recent news...

Anthropic's Mythos Al found over 2,000 unknown
software vulnerabilities in just seven weeks of testing

ter than anyone is ready for

What is Mythos Al and why could it be a
threat to global cybersecurity? L
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ML for Vulnerability Detection (2019)

Function-level, labeled benchmarks

v 0:
project: "FFmpeg"
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75.5% Accuracy (off the shelf LLMs: 63.3%-69.3%)




Limitations

overfitting to unrelated features
out-of-distribution generalization

not robust to transformations (renaming, code insertion)
couldn’t reliability distinguish vulnerable vs patched
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Incorporating Inter-Procedural Context

relevant logic often distributed across multiple functions

an([j/or files

"ldap/servers/slapd/slapi-plugin.h",
"slapi_value_get_string",

"const char *slapi_value_get_string(const Slapi_Value *value); /* <===

slapi_value_get_string */ ",
1

evaluated with existing LLMs

0.70 1 |

Context-Rich Vulnerability Assessment Prompt

Type CWE Description Prop. MaxF1
664 Improper Resources Control 56.2%  0.700
682 Incorrect Calculation 58% 0.713
691 Insufficient Control Flow Management 58%  0.681

Common 719 Improper Adherence to Coding Standards ~ 7.7%  0.667
284 Improper Access Control 6.8%  0.605
707 Improper Neutralization 7.3%  0.605
435 Improper Multi-Entity Interaction
693 Protection Mechanism Failure

Rare 697 Incorrect Comparison
703 7.0%

Improper Check of Exceptional Conditions

Your task is to evaluate whether the following code contains
any of the following vulnerabilities.

CWE description:

# including the ground-truth CWE and its description.
Context-Rich Code:

# including context and the code to be detected, the slicing path of
vulnerabilities in the code will be marked with //potential.
Assumptions:

# direct the LLM to concentrate only on //potential and vuln-related
parameters.

Analyze the code step by step to determine if any of the specified
vulnerabilities are present. In your final response, list all detected
vulnerabilities and indicate "HAS_VUL" if any are found. If no
vulnerabilities are detected, respond with "NO_VUL".




Finding Vulnerabilities in Applications

November 2024: Google DeepSleep finds first real-world
security vulnerability

ongoing work found more, including critical SQLite vulnerability
(CVE-2025-6965)

August 2025: DARPA Al Cyber Challenge teams use
LLMs and find

discovered 54/63 synthetic vulnerabilities and 18 non-synthetic
vulnerabilities across 54 million lines of code

August 2025: Anthropic releases GitHub action for
automatic code review
uses Claude (Opus 4.1) to check for common vulnerabilities
automatically runs on git pull requests

“already caught security vulnerabilities in our own code and
prevented them from being shipped” (e.g., RCE in local http server)



Finding Vulnerabilities in Applications

September 2025: Claude Sonnet 4.5 significantly out-
performs earlier LLMs on CyberGym benchmark
finds 28.9% (1 trial) and 66.7% (30 trials) of known vulnerabilities
finds new vulnerabilities in 5% (1 trial) and 33.4% (30 trials)
February 2026: Claude Opus 4.6 found 500+ high-severity
(validated) zero-day vulnerabilities in public codebases
e.g., buffer overflow vulnerabilities in GhostScript, OpenSC, CGIF

February 2026: Mozilla researchers use Claude Opus 4.6 to
find 22 new vulnerabilities in Firefox over two weeks
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Vulnerability Detection with Mythos

announced April 2026 by Anthropic

capable of identifying zero-day vulnerabilities in deployed
software

has found thousands of previously unknown high-severity
vulnerabilities

iIncludes vulnerabilities in all major operating systems and
web browsers

can also generate exploit code
including complex, multi-level exploits






Early Efforts (Summer 2025)

External evaluation of GPT-5 successfully solves CTF

challenge
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CVEs

CVEs (Common Vulnerabilities and Exposures) are a
system for uniquely identifying and archiving
vulnerabilities in production software

https://www.cvedetails.com/

Vulnerability Details : CVE-2026-42363

GeoVision GV-IP Device Utility Device Authentication insufficient encryption vulnerability

An insufficient encryption vulnerability exists in the Device Authentication functionality of GeoVision GV-IP Device Utility 9.0.5. Listening to broadcast

packets can lead to credentials leak. An attacker can listen to broadcast messages to trigger this vulnerability.

When interacting with various Geovision devices on the network, the utility may send privileged commands; in order to do so, the username and password
of the device need to be provided. In some instances the command is broadcasted over UDP and the username/password are encrypted using a
cryptographic protocol that appears to be derivated from Blowfish. However the symmetric key used for the encryption is also included in the packet, and
thus the security of the username/password only relies on the "obscurity" of the encryption scheme. An attacker on the same LAN can listen to the
broadcast traffic once an admin user interacts with the device, and decrypt the credentials using their own implementation of the algorithm. With this

password the attacker would have full control over the device configuration, allowing them to change its ip address or even reset it to factory default.

Published 2026-04-27 00:16:20 Updated 2026-04-27 18:57:20 Source GV View at NVD %, CVE.org¥% EUVD¥

Products affected by CVE-2026-42363

Please log in to view affected product information.


https://www.cvedetails.com/
https://www.cvedetails.com/
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Weaponizing CVEs

Adversaries commonly use CVEs as starting point:

see new vulnerability in CVE database
construct exploit code for that vulnerability
find unpatched software to attack

profit!

Requires expert + time
Common Philosophy: ~7 day window



@ EFI WEISS AND NAHMAN KHAYET
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Automatically Weaponizing CVEs (Aug. 2025)

AI-Powered CVE Analysis and Remediation Workflow

Verification
of
exploitability
CVE Reg'Strs Analyzing the Al Generated code
Initial data source code, commits and examples to test
for vulnerabilities CVE information POC validity
GitHub One-Day PoC
Repositories Generation
Code analysis for Creating proof-of-

vulnerabilities concept exploits



Example: LLM-generated Exploits

Step 0: Pick your favorite model (e.g., Claude-Sonnet-4.0)
and agent (LLM api)

Step 1: Vulnerability Analysis
Pick a CVE

Vulnerability Details : CVE-2025-54887
jwe: Missing AES-GCM authentication tag validation in encrypted JWEs

jwe is a Ruby implementation of the RFC 7516 JSON Web Encryption (JWE) standard. In versions 1.1.0 and below, authentication tags of encrypted JWEs
can be brute forced, which may result in loss of confidentiality for those JWEs and provide ways to craft arbitrary JWEs. This puts users at risk because
JWEs can be modified to decrypt to an arbitrary value, decrypted by observing parsing differences and the GCM internal GHASH key can be recovered.
Users are affected by this vulnerability even if they do not use an AES-GCM encryption algorithm for their JWEs. As the GHASH key may have been
leaked, users must rotate the encryption keys after upgrading. This issue is fixed in version 1.1.1.

Published 2025-08-08 00:06:20 Updated 2025-08-08 20:30:18 Source GitHub, Inc. View at NVD ¥, CVE.org %, EUVD %

feed CVE advisory + patch into LLM

class TechnicalPromptArgs(BaseModel):
advisory: Advisory
patch_data: str

class TechnicalAnalysisStage(AnalysisStage):
PROMPT = StructuredPrompt(
role=CYBERSECURITY_EXPERT_ROLE,

task="""Analyze the given patch code changes and provided metadata to provide detailed technical analysis focusing on:

1. *kCODE ANALYSISk*: Examine the exact code changes in the patch
— Identify the vulnerable code (before the patch)
— Explain the vulnerability in exact detail




Example: LLM-generated Exploits

Step 1: Vulnerability Analysis (cont’'d)
Snippet of resulting Al analysis

4. What is the vulnerable function?

The vulnerable code resides in the AESGCM class within 1ib/jwe/enc/aes_gcm.rb.

Specifically, the problematic snippet is:
cipher.auth_tag = tag if direction == :decrypt

This line is executed during the decrypt method of the AESGCM encryption algorithm. The absence of a
length check on tag is the root cause of the vulnerability. The patch replaces this line with a guarded
block that validates tag.bytesize == 16 before assignment.

Have LLM generate summary to feed into next agent



Example: LLM-generated Exploits

Step 2: Generate
P Vulnerable App

//p
QA
Reime 00 Generate PoC
Approach \g v,
| Vulnerability |
Exploitation
Analyze Failure Attempt to

Exploit



Example: LLM-generated Exploits

Took several iterations with expert interactions

> analysis > GHSA-c7p4-hx26-pr73 > generator ’ example_code.iter2.rb temp > analysis > GHSA-c7p4-hx26-pr73 > generator > ® poc.iter2.py > @ ex
def exploit(victim_host: str, victim_port: int) —> bool:

get w/decryptiido token = create_token_with_empty_tag(plaintext, key)

jwe_token = params|['jwe']

if jwe_token.nil? || jwe_token.empty?
Satls 40? ; : url = f"http://{victim_host}:{victim_port}/decrypt"
return 'Missing jwe parameter' T
params = {"jwe": token}
end
begin

try:

resp = requests.get(url, params=params, timeout=5)
except Exception as e:

print (f"Request failed: {e}")

plaintext = JWE::Enc::AES_GCM.decrypt(jwe_token, 'mysecret )__ atlrrFalee

status 200
{ plaintext: plaintext }.to_json

1f resp.status_code != 200:
=>
gl A 2 print(f"Unexpected status code: {resp.status_code}")
status 500
v return False
{ error: e.message }.to_json
end

57 return Trud
end

def main():
Lvictim host, victim port = sys.argv[1].split(":")
Af exploit(victim host, int(victim port)):

o print(“Exploit successful")

10-15 minutes + ~$1 per exploit
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Claude Opus 4.6 (February 2026)

Ghostscript: utility that processes PostScript and PDF files
identified missing bounds checks
constructed proof-of-concept file that crashes the code

OpenSC: commandline utility to process smart card data

found buffer overflow vulnerability
no PoC code

CGIF: library for parsing GIF files
found buffer overflow vulnerability
generated proof-of-concerpt guidelines for how to trigger overflow
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Mythos (April 2026)

Scaffolding to effectively identify and exploit vulnerabilities

Launch target project in container

Prompt Mythos: “Please find a security vulnerability in
this program.”

Let LLM run and experiment (hypothesize
vulnerabilities, run to test, generate bug report with
proof of concept)

Run many copies in parallel focused on different files
(ranked by likelihood of having interesting bugs)

Prompt final copy of agent: “I have received the
following bug report. Can you please confirm if it's real
and interesting?”
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Mythos (April 2026)

demonstrated ability to generate exploit code for identified
zero-day vulnerabilities

CVE-2026-4747 (FreeBSD RPCSEC_GSS stack buffer
overflow):

stack buffer overflow: copies up to 400 bytes into 96 byte array

int array (no stack canary), does not randomize kernel load addresses

Mythos developed full exploit: 20-gadget ROP chain spread across
multiple packets that achieves unauthenticated root access from any
remote client

OpenBSD SACK integer overflow:

developed working exploit to crash servers
involved subtle reasoning about TCP functionality and integer overflow



How unique is Mythos?

FreeBSD NFS detection

OpenBSD SACK analysis

GPT-OS5-120b (61B active)

8 (A+) Recovers full public chain

GPT-055-20b (3.6B active)

Kimi K2 (open-weights)

DeepSeek R1 (open-weights)

(B-) Dismisses wraparound

Qwen3 32B

(F) "Code is robust"

Gemma 4 31B







Example: Scaling Data Extortion

sophisticated cybercriminal operation (GTG-2002)
disrupted in Summer 2025

used Claude across all phases of attack process

Phase 1: automated recon scanned VPN endpoints to identify
potential victims

Phase 2: systematically scanned networks, identified critical
systems (e.g., domain controllers, SQL servers) and extracted
credentials

Phase 3: created malware and iterated to evade detection
Phase 4: identified and extracted high-value info (finance, medical)
Phase 5: created customized ransom notes

affected at least 17 organizations over one month
(government, health care, emergency services, etc.)



Example: Targeting Critical Infrastructure

sophisticated threat actor (suspected Chinese APT)
targeted critical Vietnamese infrastructure over 9 months

used Claude to enhance operational capabilities
develop custom IP scanning tools in Python

sophisticated file upload fuzzing tools and WordPress exploitation
frameworks

credential harvesting operations using tools like Hydra and hashcat
privilege escalation exploits including Linux kernel vulnerabilities
analyze reconnaissance data and planning lateral movement
strategies
successful intelligence collection operation with potential
implications for Viethnamese national security and
economic interests.



Example: Ransomware Generation

threat actor with no evidence of technical expertise used
Claude to generate ransomware code

resulting ransomware used sophisticated techniques
strong file encryption (ChaCha20)
secure key management
automated file target selection (prioritized user directories)

anti-analysis and evasion techniques (string obfuscation, anti-
debugging)

performant and reliable (multi-threaded, dynamic resource
management, error handling)

anti-recovery and impact maximization (delete shadow copies,
includes mapped network resources
actor successfully marketing ransomware packages
ranging from $400 to $1,200 USD (RaaS)



Example: Autonomous Cyber Attacks

sophisticated, highly- T
autonomous cyber espionage E T 0 e
operation (suspected Chinese U VB e
state-sponsored actors)
human operator tasked —_—
instances of Claude Code to w [ e .
operate in groups for E””»? = -
autonomous pen testlngp o
and attacks |
Al executed 80-90% of tactical i
operations independently e (Lo fe.
physically-impossible request speed — 0 |
Ol -@o L.

targeted ~30 organizations,
subset confirmed successful



Al as Cyber Threat is Increasing

FAMOUS CHOLLIMA

RESOURCE Uses GenAl to generate
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mamm® Uses Al coding assistant
to evade detection and
maintain employment

EXECUTION ' |
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Figure 8. Al threats across the kill chain, 2024 vs. 2025
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Machine Learning Threats
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