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Hardware Security

1



CS138-PO: Systems Security Spring 2026, Hardware Security

The Security Stack

• In order to understand how to build secure systems, 
we should think about ways in which they are 
vulnerable


• Different levels of threat imply different degrees of 
defenses


• In general, defenses at one level of abstraction do 
not apply to the next level of vulnerability


• Different degrees of threat may apply to different 
computing contexts

Humans

Software

Hardware

System Heterogeneity
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Attacker Capabilities

Availability

Integrity

Privacy

Different vulnerabilities mean different 
attacker capabilities!
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Leaking Information via Side 
Channels

Privacy
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Defining Side Channels

• A side channel describes incidental information leakage 
that can be inferred from observing normal execution


• How does hardware leak information?


• Noise! 💃🕺


• Heat (and power dissipation)! ☀


• Timing! ⏱


• Adversaries need to have some notion of meaning 
associated with the information that is leaked by the 
behavior

for (;;) {

// super intense computation!


}

💨💨💨💨💨
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Privacy Violation with Hardware

• If an adversary can learn your keystrokes, 
then they can know anything that you type 
(e.g., passwords, unsubmitted searches, etc)!


• When pressing keys on a virtual keyboard 
(i.e., on a touchscreen), typically the pressed 
key is highlighted


• To perform the “highlight” operation, the 
keyboard includes and executes code from a 
graphics library that will update the display
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Identifying Vulnerable Code

Image credit: https://www.ndss-
symposium.org/ndss-paper/unveiling-
your-keystrokes-a-cache-based-side-
channel-attack-on-graphics-libraries/

Source from libcairo.so which is 
used in Ubuntu Linux at the 
beginning and end of calling 

“renderStart” and “renderEnd”!

Memory access by 
calling src[i]

Asymmetric timing 
depending on the 
state of the data!

7



CS138-PO: Systems Security Spring 2026, Hardware Security

Identifying Vulnerable Code

Image credit: https://www.ndss-
symposium.org/ndss-paper/unveiling-
your-keystrokes-a-cache-based-side-
channel-attack-on-graphics-libraries/

Different characters to render means that 
there are different amounts of whitespace, 
so the timing to render different characters 

will be distinct

8



CS138-PO: Systems Security Spring 2026, Hardware Security

Review: Cache Hierarchy

• Hardware uses caches to maintain recently 
accessed data


• Data means both application data and instructions!


• If something was used recently, then it will appear 
in the caches… can this be exploited?

CPU

Inst Data

L1Instruction 
Cache Data Cache

L2 Cache
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Shared Memory Model

CPU

L1 Cache

L2 Cache L3 Cache

CPU

L1 Cache

L2 Cache

Main Memory

1⃣ Click key

2⃣ Start rendering

3⃣ End rendering

🥅 : Measure timing of 
rendering (e.g., end - 

start)

lib
ca

ir
o.

so

renderStart(); renderEnd();

Victim Adversary
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Flush + Reload Attack

CPU CPU

shared cache

🕵💁 // flush the line

clflush 0xRENDERSTART;


// wait some time

t1 = time.now();

while (time.now() - t1 < 100ns) {};


// access line

t2 = time.now()

x = *(0xRENDERSTART);

access_time = time.now() - t2;


// if slow access, unused

// else, used!
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Image credit: https://www.ndss-
symposium.org/ndss-paper/unveiling-
your-keystrokes-a-cache-based-side-
channel-attack-on-graphics-libraries/

So, how effective was the attack?
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Speculative Execution Attacks: 
The Fundamental Side Channel

Privacy
Image Credit: https://

support.apple.com/en-us/
101886
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(Way too fast) Instruction Level Parallelism

if (arr[0] == 1) {

fn1();


} else {

fn2();


} 

mov     …  // fetch arr[0]

test      … 

jnz        …  // if statement

call       …  // call fn1

jmp       …  // skip else

call        …  // call fn2

Chat with your neighbor(s)!


Suppose your processor starts one 
instruction per cycle. How many 

instructions are running at clock cycle 5?

For a five-stage pipeline, five 
instructions in parallel! Why? 
Take computer architecture 

🤓

If it takes five cycles to finish executing an 
instruction, how does our processor know 
which instruction to execute next when it 

encounters a branch?

It predicts with >99% 
accuracy! If wrong, no big 

deal… just roll back the state
😈
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Spectre Variant 1 Vulnerability

void fn(x) {

if (x < size) {


y = array[x];

} else …


}

If the branch predictor will 
guess that the branch is not 
taken then the “if” condition 

will execute speculatively

An adversary can pass an 
input value x where x > size 

which will lead to a load from 
an arbitrary location in 

memory… bad!

Is this dangerous? From our 
cache side channels, all that 
the adversary can leak is that 

an address exists in the 
cache, not its data…

Main Memory

void fn(x) {

if (arr[x] < arr[y]) {


z = data[arr[x]];

} else …


}

arr 4 7 1 3

data A B C D= supersecretdata

arr[-1] = 
Array Size

Address = data + 
supersecretdata
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Tying Data Contents to Memory Location

04 07 01 03 00 00 00 0A 0B 0C 0D 00 00 supersecretdata Co

0xff00 0xff01 0xff02 0xff03 0xff04 0xff05 0xff06 0xff07 0xff08 0xff09 0xff0a 0xff0b 0xff0c 0xff0d

arr data 🔑

CPU

void fn(x) {

if (arr[x] < arr[y]) {


z = data[arr[x]];

} else …


}

L3 CacheSuppose we wanted to 
steal the contents of 

arr[2]…

0B

0xff08

Can we read the 
contents of the block? 
No! We can only read 

the address of the 
block…

What was the data at arr[2]? The 
contents are address of read block - 

address of the start of data



CS138-PO: Systems Security Spring 2026, Hardware Security

Rowhammer Attacks

Integrity
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CPU Memory

arr[i] = n;


main() {

int x = arr[i];


}

main() {

  while (1)


clflush(arr[i]);

}

nn’
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