Lecture 11: Authentication Protocols (cont'd)
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Review: Authentication

Threat: attacker who controls the network
Dolev-Yao model: attacker can read, modify, delete messages

Vulnerability: communication channel between sender
and receiver can be controlled by other principals

Harm: attacker can pretend to be someone else (violating
security goals)

Countermeasure: authentication protocols



Review: Authentication Protocols

- An authentication protocol allows a principal receiving a
message to verify the identity of the principal that sent that
message

It's sunny in
New York




Secure Authentication Protocols

Multiple Keys

B->T: B, r

T->B: A, r

B->T: B, Enc(zr;
T->B: A, Enc(r;

k_BA)
k BA)

Included Identity

B->T: B, r

T->B: A, r

B->T: B, Enc (B, r; k)
T->B: A, Enc (B, r; k)




Assumptions
“ASSuifieArnce-anaB oo ave-a-snarea-secret ey «—

Assume that symmetric-key crypto works

Assume there is a trusted Key Distribution Center (KDC)
and that all principals have a shared key with the KDC

Key Distribution Center
(KDC)




Goals

Alice should be convinced that she is talking to Bob
Bob should be convinced that he is talking to Alice

Alice and Bob should acquire a shared key that they can
use to securely communicate



Protocol 1

A -> KDC: A, B
KDC -> A: A, B, Enc(k; k A)
KDC -> B: A, B, Enc(k; k B)



Protocol 2

A -> KDC: A, B
KDC -> A: A, B, Enc(k; k A), Enc(k; k B)
A -> B: A, B, Enc(k; k B)
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Threat Model

Dolev-Yao attacker
controls the network, can read, modify, create packets

A replay attack occurs when an adversary repeats
fragments of a previous protocol run

A man-in-the-middle attack occurs when an adversary
secretly relays (and potentially changes) communications
between two principals who believe they are
communicating directly with eachother



e —_—
Exercise 1. Replay Attacks

Is this protocol vulnerable to a replay attack?

A -> KDC: A, B
KDC -> A: A, B, Enc(k; k A), Enc(k; k B)
A -> B: A, B, Enc(k; k B)



Protocol 3

A -> KDC: A, B, r
KDC -> A: A, B, Enc(k,r;k A), Enc(k;k B)
A -> B: A, B, Enc(k; k B)

Is this protocol vulnerable to a replay attack?
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MITM Attack

A ->T: A, B, r

T -> KDC: A, T, r

KDC -> T: A, T, Enc(k, r; k A), Enc(k; k T)

T -> KDC: T, B, «r

KDC -> T: T, B, Enc(k2, r; k T), Enc(k2; k B)

T -> A: A, B, Enc(k, r; k A), Enc(k2; k B)
A -> B: A, B, Enc(k2; k B)



Protocol 4

A -> KDC: A, B, r
KDC -> A: A, B, Enc(k, r, Enc(k; k B); k A)
A -> B: A, B, Enc(k; k B)



e ————
Attack on Protocol 4

T -> KDC: T, B, «r
KbDC -> T: T, B, Enc(k, r, Enc(k; k B);k .T)
T -> B: A, B, Enc(k; k B)



Protocol 5

A -> KDC: A, B, r
KDC -> A: A, B, Enc(k,r,Enc(A,B,k; k B);k A)
A -> B: A, B, Enc(A,B,k; k B)



Attack on Protocol 5

A ->T: A, B, r

T -> KDC: A, T, r

KbC -> T: A, T, Enc(k, r, Enc(A,T,k; kK T);k A)
T -> A: A, B, Enc(k, r, Enc(A,T,k; kK T);k A)
A ->T: A, B, Enc(A,T,k; k T)



Protocol 6

A -> KDC: A, B, r
KDC -> A: Enc(A,B,k,r,Enc(A,B,k; k B);k A)
A -> B: A, B, Enc(A,B,k; k B)



Protocol 7: Needham-Schroeder

A -> KDC: A, B, r

KDC -> A: Enc(A,B,k,r,Enc(A,B,k; k B);k A)
A ->B: A, B, Enc(A,B,k; k B)

B -> A: A, B, Enc(r2; k)

A -> B: A, B, Enc(r2+1; k)



e ————
Exercise 2: MITM Attacks

Consider the following variant of Needham-Schroeder. Is this
protocol vulnerable to a MITM attack?

A -> KDC: A, B, r

KDC -> A: Enc(A,B,r;k A),Enc(r,k; k A)
KDC -> B: Enc(A,B,r;k B),Enc(r,k; k B)
B -> A: A, B, Enc(r2; k)

A -> B: A, B, Enc(r2+1; k)
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Exercise 2: MITM Attacks

Consider the following variant of Needham-Schroeder. Is this
protocol vulnerable to a MITM attack?



Protocol 7: Needham-Schroeder

A -> KDC: A, B, r

KDC -> A: Enc(A,B,k,r,Enc(A,B,k; k B);k A)
A ->B: A, B, Enc(A,B,k; k B)

B -> A: A, B, Enc(r2; k)

A -> B: A, B, Enc(r2+1; k)



Solution #1: More random numbers

A -> B: A, B

B -> A: A, B, r3

A -> KDC: A, B, r, r3

KDC -> A: Enc(A,B,k,r,Enc(A,B,k,r3; k B);k A)
A ->B: A, B, Enc(A,B,k,r3; k B)

B -> A: A, B, Enc(r2; k)

A -> B: A, B, Enc(r2+1; k)



Solution #2: Timestamps

A -> KDC: A, B, r,

KDC -> A: Enc(A,B,k,r,Enc(A,B,k,t; k B);k A)
A -> B: A, B, Enc(A,B,k,t; k B)

B -> A: A, B, Enc(r2; k)

A -> B: A, B, Enc(r2+1; k)
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Solution #3: Otway-Rees

A ->B: n, A, B, Enc(rl,n,A,B;k A)

B -> KDC: n, A, B, Enc(rl,n,A,B;k A),
Enc(r2,n,A,B;k B)

KDC -> B: n, Enc(rl,k;k A),
Enc(rZ2,k;k B)

B -> A: n, Enc(rl,k;k A)
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Type Attack

A ->B: n, A, B, Enc(rl,n,A,B;k A)

B -> KDC: n, A, B, Enc(rl,n,A,B;k A),
Enc(r2,n,A,B;k B)

T -> B: n, Enc(rl,n,A,B;k A),
Enc(rZ2,n,A,B;k B)

B -> A: n, Enc(rl,n,A,B;k A)
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Exercise 3. Type Attacks

Consider the following variant of Otway-Rees

A ->B: n, A, B, Enc(rl,n,A,B;k A)

B -> KDC: n, A, B, Enc(rl,n,A,B;k A),
Enc(r2,n,A,B;k B)

KDC -> B: n, Enc(rl+l,k;k A),
Enc(r2+1, k;k B)

B -> A: n, Enc(rl+l,k;k A)

Would this protocol be vulnerable to a type attack?



Authentication Iin Practice

Active Directo ry

http: o LOAP.org

*)penLDAP



Authentication Protocols

ALICE SENDS A MESSAGE To BoB
SAYING TO MEET HER SOMEWHERE.
UH HUH.
BUT EVE SEES IT, T0O,
AND GOES T THE PLACE.
| WITH YoU S0 FAR.
BOB IS DELAYED AND (
ALICE AND EVE MEET,
YEAH?

;\ ;
IVE DISCOVERED A WAY TO GET COMPUTER
SCIENTISTS To LISTEN To ANY BORING STORY.




	Slide 1: Lecture 11: Authentication Protocols (cont'd)
	Slide 2: Review: Authentication
	Slide 3: Review: Authentication Protocols
	Slide 4: Secure Authentication Protocols
	Slide 5: Assumptions
	Slide 6: Goals
	Slide 7: Protocol 1
	Slide 8: Protocol 2
	Slide 9: Threat Model
	Slide 10: Exercise 1: Replay Attacks
	Slide 11: Protocol 3
	Slide 12: MITM Attack
	Slide 13: Protocol 4
	Slide 14: Attack on Protocol 4
	Slide 15: Protocol 5
	Slide 16: Attack on Protocol 5
	Slide 17: Protocol 6
	Slide 18: Protocol 7: Needham-Schroeder
	Slide 19: Exercise 2: MITM Attacks
	Slide 20: Exercise 2: MITM Attacks
	Slide 21: Protocol 7: Needham-Schroeder
	Slide 22: Solution #1: More random numbers
	Slide 23: Solution #2: Timestamps
	Slide 24: Solution #3: Otway-Rees
	Slide 25: Type Attack
	Slide 26: Exercise 3: Type Attacks
	Slide 27: Authentication in Practice
	Slide 28: Authentication Protocols

