Drawing: Function Call

* Take three minutes to draw something related to a “Function Call”

* Include the following
* A diagram of the stack
* A few of the relevant assembly instructions
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Security and Overflows

Stack Smashing and Return Oriented Programming



#include <stdio.h>

char *read string() {

char char buffer[10];

gets (char buffer);

return char_buffer;

void print string(char *str) {

printf ("%s\n", str);

int main () {
char *user input = read string();

print string(user input);

read string:
sub
lea
mov
call
mov
add
ret

print string:

sub
call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov
add
ret

rsp, 24
rdi, [rsp+6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8



rsp——

rdi

read string:
sub
lea
mov
call
mov
add
ret

print string:

sub
call
add
ret

main:
rip—— sub
mov
call

movsX

mov
call
mov
add
ret

rsp, 24

rdi, [rsp+6]
eax, 0

gets

eax, 0

rsp, 24

rsp, 8
puts
rsp, 8

rsp, 8

eax, 0

read string
rdi, eax
eax, 0

print string
eax, 0

rsp, 8



read string:
sub
lea
mov
call
mov
add
ret

rsp——

print string:
sub
call
add
ret

main:
sub
rip—— mov
call
movsx

rdi

mov
call
mov
add
ret

rsp, 24
rdi, [rsp+6]
eax, 0

gets

eax, 0

rsp, 24
rsp, 8

puts

rsp, 8

rsp, 8

eax, 0

read string
rdi, eax
eax, 0

print string
eax, 0
rsp, 8



read string:
sub
lea
mov
call
mov
add
ret

rsp——

print string:
sub
call
add
ret

main:
sub
mov

rdi

rip——call
movsx
mov
call
mov
add
ret

rsp, 24

rdi, [rsp+6]
eax, 0

gets

eax, 0

rsp, 24

rsp, 8
puts
rsp, 8

rsp, 8

eax, 0

read string
rdi, eax
eax, 0

print string
eax, 0

rsp, 8



read string:
rip—— sub
lea

mov

call

mov

add
ret

&IMOV S X
rsp—

print string:
sub
call
add
ret

main:
sub
mov
call
movsx

mov
call
mov
add
ret

rdi

rsp, 24
rdi, [rsp+6]
eax, 0

gets

eax, 0

rsp, 24
rsp, 8

puts

rsp, 8

rsp, 8

eax, 0

read string
rdi, eax
eax, 0

print string
eax, 0
rsp, 8



char *user input

(rovss)

[O)char~+char—buffer
~ Y S 7 QOZOI]O

char buffer[1

OO0 O()O

rsp——

rax rdi

read string:
sub
rip— lea
mov
call
mov
add

print string:

sub
call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov
add
ret

rsp, 2
rdi, ([rsp+6]
eax,

gets

eax, 0O
rsp, 24
rsp, 8
puts

rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8



char *user_

&MOV S X
7

char *char buffer

rsp——

rax

input

rdi

&char buffer

read string:
sub
lea
rip—— mov
call

add

ret

print string:

sub
call
add
ret

sub
mov
call
- MOVSX
mov
call
mov
add
ret

rsp, 24

rdi, [rspt6]
eax, 0O

gets

rsp, 24

rsp, 8

puts

rsp, 8

rsp, 8

eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 "



char *user input
&MOVSX
char *char buffer

c d e f g h i <j> /Qi)

a b
rsp——>

rax rdi

0 &char buffer

read string:
sub
lea
mov

call

mov

rip——»- add
ret

print string:

sub
call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov
add
ret

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 .



read string:
sub

char *user input lea
- mov

11
&MOVSX -
mov

rsp—— add

*
char *char buffer rip—» ret

c d e f g h i ]
sub

call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov

0 &char buffer add
ret

rax rdi

print string:

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 -



read string:
sub

char *user input lea

rsp—— - mov
call

mowv

add
char *char buffer ret

&MOV S X

C d e f g h i j print string:
sub
call
add
ret

main:
sub
mowv
call

rip—— MOVSX
mowv
call
mowv

0 &char buffer add
ret

rax rdi

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax

eax, 0O
print string
eax, 0O
rsp, 8

13



rsp——

rax

char *user input

P q r
h 1 ]

a b
rdi

&char buffer

read string:
sub
lea
mov

call
mov

rj_p —— add
ret

print string:

sub
call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov
add
ret

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 »



rax

char *user input

P q r
h 1 ]

a b
rdi

&char buffer

read string:
sub
lea
mov
call

mov

rip %4 add
> ret

print string:

sub
call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov
add
ret

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 .



Practice with Memory Bugs

* What is the state of the stack immediately before the program returns

from f27?
* What will happen immediately after f2 returns? Ux400680
rsp —
£f2:
rip — sub rsp, 0x18
int £2(){ mov [rsp] , 0Ox1
. N . mov [rsp + 0x4] , 0x2
;?t6ali4i7j {Lr2a3,4}3 mov [rsp + 0x8] , 0x3
[ ] ’ mov [rsp + OXC] y Ox4
} mov [rsp + 0x18], O0x2F

add rsp, 0x18
ret



Practice with Memory Bugs

* What is the state of the stack immediately before the program returns

from f27?
* What will happen immediately after f2 returns? Ux400680
al
£f2:
sub rsp, 0x18 3 4
int £2(){ mov [rsp] , 0Ox1
. () N mov [rsp + 0x4] , 0x2 1 2
L e mov [rsp + 0x8] , 0x3 rsp —
allel = 47; mov [rsp + O0xC] , 0x4
} rip —— mov [rsp + 0x18], Ox2F

add rsp, 0x18
ret



Practice with Memory Bugs

* What is the state of the stack immediately before the program returns

from f27?
* What will happen immediately after f2 returns? Uz
al
£f2:
sub rsp, 0x18 3 4
int £2(){ mov [rsp] , 0Ox1
. () . mov [rsp + 0x4] , 0xZ 1 2
int alfa] = {1,2,3,4}; mov [rsp + 0x8] , 0x3 rsp —
alfo] = 47; mov [rsp + O0xC] , 0x4
} mov [rsp + 0x18], O0x2F
rip —— add rsp, 0x18

ret



Practice with Memory Bugs

* What is the state of the stack immediately before the program returns f

from 27
* What will happen immediately after f2 returns? O@F@%Q
rsp —
al
£f2:
sub rsp, 0x18 3 4
int £2(){ mov [rsp] , 0Ox1
. . . mov [rsp + 0x4] , 0x2 1 2
;Tt6a1£4i7j {2,348} mov [rsp + 0x8] , 0x3
L] ! mov [rsp + 0xC] , Ox4
} mov [rsp + 0x18], O0x2F

add rsp, 0x18
rip —— ret

19



Practice with Buffer Overflow
Exploits

Construct an exploit string that will
successfully cause the program to print
"You are now logged in" without
knowing the correct password

1. How many bytes of padding are in
this exploit string?

2. What value will you overwrite the
return address with?

20



.LCO: .string "Enter your password: "

.LC1: .string "Incorrect. Try again: "
. .LC2: .string "123456"
.LC3: .string "You are now logged in"
Practice . rflow
push rbx
° sub rsp, 16
EX | O It‘ mov rbx, rdi
p N lea rdi, [rsp+l2]
mov eax, O
call gets
Construct at S .
call strcmp
successfully toet ool
1" sete al
YOU are nO‘ movzx eax, al
. add rsp, 16
knowing the pop  rbx
ret
main:
sub rsp, 8
mov edi, OFFSET FLAT:.LCO
mov eax, O
1. How ma call  printf
. Jmp .L4
this expl| .
mov edi, OFFSET FLAT:.LC1l
mov eax, O
call printf
.L4:
mov edi, OFFSET FLAT:.LC2
2- What Va call authenticate
test eax, eax
return a( je L5
mov edi, OFFSET FLAT:.LC3
call puts
mov eax, O
add rsp, 8 21

ret




Practice with Buffer Overflow
Exploits

int authenticat

Construct an exploit string that will char buf([4];
successfully cause the program to print gets (buf) ;
1nt correct =

"You are now logged in" without return corred
knowing t

rsp, 8

edi, OFFSET FLAT:.LCO
eax, 0

printf

.L4

1. Howm
this exp

edi, OFFSET FLAT:.LC2
authenticate

eax, eax

.L5

edi, OFFSET FLAT:.LC3
mov edi, OFFSET FLAT:. puts
mov eax, 0 eax, 0
call printf rsp, 8

.LCO: .string "Enter your password: "

.LC1: .string "Incorrect. Try again: "
.LC2: .string "123456"
.LC3: .string "You are now logged in"
authenticate:

push rbx

sub rsp, 16

mov rbx, rdi

lea rdi, [rsp+12]

mov eax, O

call gets

lea rsi, [rsp+l1l2]

mov rdi, rbx

call strcmp

test eax, eax

sete al

movzx eax, al

add rsp, 16

pop rbx

ret

sub
mov
mov
call
Jmp

mov
mov
call

mov
call
test
je
mov
call
mov
add

rsp, 8

edi, OFFSET FLAT:.LCO
eax, O

printf

.L4

edi, OFFSET FLAT:.LC1l
eax, O
printf

edi, OFFSET FLAT:.LC2
authenticate

eax, eax

.L5

edi, OFFSET FLAT:.LC3
puts

eax, O

rsp, 8



.LCO: .string "Enter your password: "
.LC1: .string "Incorrect. Try again: "
.LC2: .string "123456"
' " .LC3: .string "You are now logged in"
ractice with Butrer Qvertiow
push rbx
. sub rsp, 16
EXp‘OItS mov rbx, rdi
lea rdi, [rsp+12]
mov eax, O
. ] . int authenticat Cljall ge*?s SN,
Construct an exploit string that will char buf[4]; e e e
H o 11 trcm
successfully cause the program to print gitségii)e,ct ot o
n | . 1 = t 1
You are now logged in" without e e novex  caxs al
. add rsp, 16
knowing the correct password } pop  rbx
ret
4011é8 sub rsp, 8
int main(int arx s40118c mov edi, OFFSET FLAT:.LCO
. . _ u| 401191 mov x, O
1. How many bytes of padding are in char * pw = " 000 T aeines
. . . 3 printf ("Entern 101190 jmp L4
this exploit string: eRile (lauther o |
, 40119d mov edi, OFFSET FLAT:.LC1l
printf ("Ind 4101122 mov eax, 0
} 4011a7 call printf
L4
. . printf ("You 4 oy i, . LC2
2. What value will you overwrite the return. O jortac mov  Col ORSRL mRAREEC
. 4011b6 test X, eax
return address with? ) 01108 jo 15
4011ba mov edi, OFFSET FLAT:.LC3
4011bf call puts
4011c4 mov eax, O
4011c9 add rsp, 8
4011lcd ret




.LCO: .string "Enter your password: "
.LC1: .string "Incorrect. Try again: "
.LC2: .string "123456"
' " .LC3: .string "You are now logged in"
ractice with puirter Overtiow
push rbx
. sub rsp, 16
EXp‘OItS mov rbx, rdi
lea rdi, [rsp+12]
mov eax, O
. ] . int authenticat Cljall ge*?s SN,
Construct an exploit string that will char buf[4]; e e e
: o 11 trcm
successfully cause the program to print gitségii)e,ct oo
n ]| . 1 = t 1
You are now logged in" without e e novex  caxs al
. add rsp, 16
knowing the correct password } pop  rbx
ret
4011é8 sub rsp, 8
int main(int arx s40118c mov edi, OFFSET FLAT:.LCO
. . _ w| 401191 mov x, O
1. How many bytes of padding are in char * pw = " 000 T aeines
. . . 3 printf ("Entern 101190 jmp L4
this exploit string: eRile (lauther o |
, 40119d mov edi, OFFSET FLAT:.LC1l
printf ("Ind 4101122 mov eax, 0
} 4011a7 call printf
L4
. . printf ("You 4 oy i, . LC2
2. What value will you overwrite the return. O i0tiac mov ool OTEORD RRATIAAC
. 4011b6 test X, eax
return address with? ) j01108 e 15
4011ba mov edi, OFFSET FLAT:.LC3
4011bf call puts
4011c4 mov eax, O
4011c9 add rsp, 8
4011lcd ret




rsp

0x4011bo

40118c mov
401191 mov
401196 call
40119 Jmp
.L5:

40119d mov
4011a2 mov
4011a7 call
L4

4011lac mov
4011b1 call
4011b6 test
4011b8 Jje
4011ba mov
4011bf call
4011c4 mov
4011c9 add
4011cd

.LCO: .string "Enter your password: "

.LC1: .string "Incorrect. Try again:
.LC2: .string "123456"
.LC3: .string "You are now logged in"
authenticate:
push rbx
sub rsp, 16
mov rbx, rdi
lea rdi, [rsp+l1l2]
mov eax, 0
call gets
lea rsi, [rsp+l2]
mov rdi, rbx
call strcmp
test eax, eax
sete al
movzx eax, al
add rsp, 16
pop rbx
ret
main:
401188 sub rsp, 8

edi, OFFSET FLAT:.LCO
eax, O

printf

L4

edi, OFFSET FLAT:.LC1
eax, O
printf

edi, OFFSET FLAT:.LC2
authenticate

eax, eax

L5

edi, OFFSET FLAT:.LC3
puts

eax, 0

rsp, 8



rsp

0x4011bo

"Enter your password: "
.LC1: .string "Incorrect. Try again: "
.LC2: .string "123456"

"You are now logged in"

main:

401188 sub rsp, 8

40118c mov edi, OFFSET FLAT:.LCO
401191 mov eax, O

401196 call printf

40119b Jmp L4

.L5:

40119d mov edi, OFFSET FLAT:.LC1
4011a2 mov eax, O

4011a7 call printf

L4

401lac mov edi, OFFSET FLAT:.LC2
4011b1 call authenticate

4011b6 test eax, eax

4011b8 Jje L5

4011ba mov edi, OFFSET FLAT:.LC3
4011bf call puts

4011c4 mov eax, 0

4011c9 add rsp, 8

4011cd



rsp

0x4011bo

char *buf

40118c mov
401191 mov
401196 call
40119 Jmp
.L5:

40119d mov
4011a2 mov
4011a7 call
L4

4011lac mov
4011b1 call
4011b6 test
4011b8 Jje
4011ba mov
4011bf call
4011c4 mov
4011c9 add
4011cd

.LCO: .string "Enter your password: "

.LC1: .string "Incorrect. Try again:
.LC2: .string "123456"
.LC3: .string "You are now logged in"
authenticate:
push rbx
sub rsp, 16
mov rbx, rdi
lea rdi, [rsp+l1l2]
mov eax, 0
call gets
lea rsi, [rsp+l2]
mov rdi, rbx
call strcmp
test eax, eax
sete al
movzx eax, al
add rsp, 16
pop rbx
ret
main:
401188 sub rsp, 8

edi, OFFSET FLAT:.LCO
eax, O

printf

L4

edi, OFFSET FLAT:.LC1
eax, O
printf

edi, OFFSET FLAT:.LC2
authenticate

eax, eax

L5

edi, OFFSET FLAT:.LC3
puts

eax, 0

rsp, 8



rsp

0x4011bo

char *buf

40118c mov
401191 mov
401196 call
40119 Jmp
.L5:

40119d mov
4011a2 mov
4011a7 call
L4

4011lac mov
4011b1 call
4011b6 test
4011b8 Jje
4011ba mov
4011bf call
4011c4 mov
4011c9 add
4011cd

.LCO: .string "Enter your password: "

.LC1: .string "Incorrect. Try again:
.LC2: .string "123456"
.LC3: .string "You are now logged in"
authenticate:
push rbx
sub rsp, 16
mov rbx, rdi
lea rdi, [rsp+l1l2]
mov eax, 0
call gets
lea rsi, [rsp+l2]
mov rdi, rbx
call strcmp
test eax, eax
sete al
movzx eax, al
add rsp, 16
pop rbx
ret
main:
401188 sub rsp, 8

edi, OFFSET FLAT:.LCO
eax, O

printf

L4

edi, OFFSET FLAT:.LC1
eax, O
printf

edi, OFFSET FLAT:.LC2
authenticate

eax, eax

L5

edi, OFFSET FLAT:.LC3
puts

eax, 0

rsp, 8



rsp

0x4011lba

char *buf

40118c mov
401191 mov
401196 call
40119 Jmp
.L5:

40119d mov
4011a2 mov
4011a7 call
L4

4011lac mov
4011b1 call
4011b6 test
4011b8 Jje
4011ba mov
4011bf call
4011c4 mov
4011c9 add
4011cd

.LCO: .string "Enter your password: "

.LC1: .string "Incorrect. Try again:
.LC2: .string "123456"
.LC3: .string "You are now logged in"
authenticate:
push rbx
sub rsp, 16
mov rbx, rdi
lea rdi, [rsp+l1l2]
mov eax, 0
call gets
lea rsi, [rsp+l2]
mov rdi, rbx
call strcmp
test eax, eax
sete al
movzx eax, al
add rsp, 16
pop rbx
ret
main:
401188 sub rsp, 8

edi, OFFSET FLAT:.LCO
eax, O

printf

L4

edi, OFFSET FLAT:.LC1
eax, O
printf

edi, OFFSET FLAT:.LC2
authenticate

eax, eax

L5

edi, OFFSET FLAT:.LC3
puts

eax, 0

rsp, 8



rsp

0x4011lba

char *buf

.LCO: .string

.LC1: .string
.LC2: .string
.LC3: .string
authenticate:
push
sub
mov
lea

"Enter your password:

"Incorrect. Try again:
"123456"

"You are now logged in"
rbx

rsp, 16

rbx, rdi
rdi, [rsp+l2]

z:::::::jj:: 0
call gets
= [rsp+12]

mov
call
test
sete
movzx
add
pop

‘\:> ret

Ain:

401188

40118c

401191

401196

40119b

.L5:

40119d

4011a2 m

4011a7 ckll

L4

4011lac mpv

4011b1 ckll

4011bo est
4011Db8 e

4011ba poVv
4011bf [call
4011c4 /mov
4011c9/ add
40 d ret

rdi, rbx
strcmp
eax, eax
al

eax, al
rsp, 16
rbx

rsp, 8

edi, OFFSET FLAT:

eax, O
printf
L4

edi, OFFSET FLAT:

eax, O
printf

edi, OFFSET FLAT:

authenticate
eax, eax
L5

edi, OFFSET FLAT:

puts
eax, 0
rsp, 8

.LCO

.LC1

.LC2

.LC3



Heartbleed (2014): bug in openssl library hearbeat

Buffer Overflow Examples

ARPANET Geographic Map, 31 October 1988

Morris Worm (November 2,
1988), $100,000-S10mil,
bugs in finger and sendmail

WhatsApp (2019)

Stuxnet (discovered 2010): bug in
functions that process files to display

icons when USB connected to PC

a_—
=
-
-
S
3
N
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Buffer Overflow Vulnerabilities

2800

2600

# Of Vulns

-200

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Years 3

https://www.cvedetails.com/vulnerabilities-by-types.php



Linus Torvalds: Rust will go into Linux 6.1

Sept. 19, 2022

33


https://www.zdnet.com/article/linus-torvalds-rust-will-go-into-linux-6-1/

Defense #1: Avoid Overflow Vulnerabilities

* For example, use library routines that limit string lengths
* fgets instead of gets

* Don’t use scanf with $s conversion specification (use £gets
to read the string or use $ns where n is a suitable integer)

https://github.com/leafsr/gcc-poison

* Or use a better high-level language

34


https://github.com/leafsr/gcc-poison

Ox7FFFFFFF

Defense #2: Compiler checks I

* |dea Stack Frame P
* Place special value (“canary”) on stack just beyond buffer

* Check for corruption before exiting function
return address

* GCC Implementation

e -fstack-protector
 Now the default (disabled earlier)

0x00000000

35



Stack Canaries

Stack Frame
001000000
0040|006 | f6

AL [
33]132]|31]30
39|38|37]36
35134 |33]|32
31|130|39]38
37|136|35]|34
3313213130

saved
rip

canary

buf <—rsp

authenticate:

push
sub
mov
mov
mov
Xor
mov
call
mov
mov
call
test
sete
mov
XOor
je
call
L2
movzb
add
pop
ret

rbx

rsp, 16

rbx, rdi
rax, fs:40
[rsp+8], rax
eax, eax
rdi, rsp
gets

rsi, rsp
rdi, rbx
strcmp

eax, eax

al

rdx, [rsp+8]
rdx, f£s:40
L2

eax, al
rsp, 1le6
rbx

stack chk fail

36



Stack Canaries

Which of the following would make a good stack canary?

1. A secret, constant value
2. A fixed sequence of common terminators (\O, EOF, etc.)

3. Arandom number chosen each time the program is run



rax

char *user input

P q r
h 1 ]

a b
rdi

&char buffer

read string:
sub
lea
mov
call
mov
add

rip— ret

print string:

sub
call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov
add
ret

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 -,



Ox7£345678
O0x7£345680
Ox7£345688
O0x7£345690

rsp——>

char *user input

t u
I m
d e
rax

0

X y z

P q r
h 1 ]

a b
rdi

&char buffer

read string:
sub
lea
mov
call
mov
add

rip— ret

print string:

sub
call
add
ret

main:
sub
mov
call

movsxXx

mov
call
mov

add
ret

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 ;.



Ox7£345678
O0x7£345680
Ox7£345688
O0x7£345690

rsp——>

P77
P27
P77
P27
0x7£345678
m n 0 p q r
e f g h 1 ]
a b
rax rdi
0 &char buffer

read string:

sub
lea
mov
call
mov
add

rip— ret

print string:

main:

sub
call
add
ret

sub
mov
call
movsx
mov
call
mov
add
ret

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax
eax, 0O

print string
eax, 0O

rsp, 8 "0



Ox7£345678
O0x7£345680
Ox7£345688

0x7£345690
rsp——

«— rip

P77
P27
P77
P27
0x7£345678
m n 0 p q r
e f g h 1 ]
a b
rax rdi
0 &char buffer

read string:

sub
lea
mov
call
mov
add
ret

print string:

main:

sub
call
add
ret

sub
mov
call
movsx
mov
call
mov
add
ret

rsp, 24
rdi, [rspt6]
eax, 0O
gets
eax, 0O
rsp, 24
rsp, 8
puts
rsp, 8
rsp, 8
eax, 0O

read string
rdi, eax

eax, 0O
print string
eax, 0O
rsp, 8
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read string:

. «— rip sub rsp, 24
0x7£345678 pop rdi lea rdi, [rsp+6]
0x7£345680 call func eV eax, 0

call gets
0x7£345688 Hello!\0\O mov eax, O
add rsp, 24
0x7£345690 O0x7£345688 ret
rsp——
0x7£345678 print string:
k | m n o) P q r sub rsp, 8
call puts
C d e f g h 1 ] add rsp, 8
ret
a b
main:
sub rsp, 8
mov eax, 0O
call read string
movsSxX rdi, eax
mov eax, 0O
. call print string
rax rdi -
mov eax, 0O
0 &char buffer add rsp, 8

42
ret



Defense #3: Memory Tagging

Memory

Ox7FFF

0x0000



Code Reuse Attacks

* Key idea: execute instructions that already exist
* Defeats memory tagging defenses

e Examples:
1. return to a function or line in the current program
2. return to a library function (e.g., return-into-libc)
3. return to some other instruction (return-oriented programming)



Return-into-libe

Sr.No.

10

Function & Description

double atof(const char *str) @
Converts the string pointed to, by the argument str to
a floating-point number (type double).

int atoi(const char *str) @
Converts the string pointed to, by the argument str to
an integer (type int).

long int atol(const char *str) @
Converts the string pointed to, by the argument str to
a long integer (type long int).

void free(void *ptr@
Deallocates the memory previously allocated by a call
to calloc, malloc, or realloc.

void *malloc(size_t size) @
Allocates the requested memory and returns a pointer
to it.

void *realloc(void *ptr, size_t size)

Attempts to resize the memory block pointed to by
ptr that was previously allocated with a call to malloc
or calloc.

16

17

18

22

23

int system(const char *string) @
The command specified by string is passed t
environment to be executed by

he host
command

void *bsearch(const void *key, const void *base,
size_t nitems, size_t size, int (*compar)(const
void *, const void *)) &

Performs a binary search.

void qsort(void *base, size_t nitems, size_t size,
int (*compar)(const void *, const void*)) @
Sorts an array.

int abs(int x) @
Returns the absolute value of x.

int rand(void) @
Returns a pseudo-random number in the range of 0 to
RAND_MAX.

void srand(unsigned int seed) @
This function seeds the random number generator
used by the function rand.
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Defense #4: ASCIl Armoring

* Make sure all system library addresses contain a null byte (0x00).

e Can be done by placing this code in the first 0x01010101 bytes of
memory



Properties of x86-64 Assembly

* Lots of instructions
 Variable length instructions
* Not word alighed

* Dense instruction set 2 most bytes encode an actual instruction

48



Gadgets

<setval>:

4004d9: 07
4004dft

gadget address:

encodes:

d4

48 89 c/

0x4004dc

mov rdi,
ret

mov
ret

rax

[rdi],

0xC78948D4

49



Return-oriented Programming
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Return-oriented Programming

— gadget 2 code c3
. — gadget 1 code c3
rip »-————~

Final ret in each gadget sets pc (rip) to
beginning of next gadget code
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Return-oriented Programming

— gadget 2 code c3

— gadget 1 code c3

Final ret in each gadget sets pc (rip) to
beginning of next gadget code
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Return-oriented Programming

— gadget 2 code c3

— gadget 1 code c3

Final ret in each gadget sets pc (rip) to
beginning of next gadget code
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Return-oriented Programming

rip — = =

— gadget 2 code c3
— gadget 1 code c3

Final ret in each gadget sets pc (rip) to
beginning of next gadget code
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Ox7TELffffffffff

0x000000000000

Heap

Data+BSS
Code
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Ox7TELffffffffff

0x000000000000

57
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1fffffffeal88
Tfffffffeal80
1fffffffea’s8
Tfffffffea’/l
1fffffffeabs
Tfffffffeanl
1Tfffffffeabs
Tfffffffeabl
Tfffffffeads
Tfffffffeadl
1fffffffeal3s
Tfffffffeal3l
Tfffffffea?s
Tfffffffea?l
Tfffffffeals

"\bin\sh\0"
0x11223344556677788
Ox7ftffffffead0
0x40042a
Ox7ftffffffead0
Ox7fffffffea’0
0x4004b8
0x4002a3
0x400660
Ox7fffffffea’s
O0x3b3b3b3b3b3b3b3b
0x400420
0x40090b

Take a guess at the significance of each value on the stack.

Suppose that | manually crafted this smashed stack.
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1fffffffeal88

Tfffffffeal80 "\bin\sh\0"
Tfffffffea’78 | 0x11223344556677788
Tfffffffea’/l Ox7fffffffeal80
1fffffffeabs 0x40042a
Tfffffffeanl Ox7ftffffffead0
1Tfffffffeabs Ox7fffffffea’0

Take a guess at the significance of each value on the stack.

Tfffffffeabl 0x4004b8
Tfffffffeads 0x4002a3
Tfffffffeadl 0x400660

1fffffffeal3s Ox7fffffffea’s
1fffffffea30 0x3b3b3b3b3b3b3b3b
Tfffffffea?s 0x400420
Tfffffffea?l 0x40090b
Tfffffffeals
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0x4002a3 40 00 F8 C3
0x400420 O5F bJE C3
0x40042a OF 05 C3

0x4004b8 5LHE 5HF C3

TEffffffeasds
TEffffffeasdO "\bin\sh\0"

Tfffffffea78 | 0x1122334455667788

TEffffffea’ll OxTEfffffffeasO

Tfffffffeatbs 0x40042a

TEffffffeat0 OxTEffffffea8O

Tfffffffeabs OxTEffffffea’l

TEffffffeas0

i What do you notlce about the code section?

Tfffffffeadl 0x400660 J
1fffffffeal3s Ox7fffffffea’s
1fffffffea30 0x3b3b3b3b3b3b3b3b
Tfffffffea?s 0x400420

Tfffffffea?l 0x40090b
Tfffffffeals

0x400060 48 89 06 48 89 C2 C3

0x40090b 48 31 CO C3
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Tfffffffeads . 2dd ety did 0x4002a3 40 00 F8 C3
TEFEffffeas0 "\bin\sh\0" |

TEFFffffeals | 0x1122334455667788 bop rei 0x400420 5F S5E C3
TEFFFfffeall kmm0x7fFfffffeas =

TEffEfffeass 0x40042a . 0x40042a OF 05 C3
TEFFFfffea) bmmQx7FFFffffead

JEffffffeans  OxTFFEffffea’lo o i 0x4004b8 5E 5F C3
7fffffffeas0 0x4004b8 -

TEffffffeads 0x4002a3 |

TEffEffffead0 0x400660 nov rin, vae . 0x400660 48 89 06 48 89 C2 C3

ret

Tfffffffea38  Ox7fffffffea’s
Tfffffffea30 0x3b3b3b3b3b3b3b3b

Tfffffffea28 0x400420

TEEEffffea2 0x40090b xor rax, xax . 0x40090b 48 31 CO C3
Tfffffffeals
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| rdi | rsi | rax | rdx |
Stack

1fffffffeal88
Tfffffffeal80
1fffffffea’s8
Tfffffffea’/l
1fffffffeabs
Tfffffffeanl
1Tfffffffeabs
Tfffffffeabl
Tfffffffeads
Tfffffffeadl
1fffffffeal3s
Tfffffffeal3l
Tfffffffea?s
TftffffF===10
Tfffffrrear8

n

=  "\bin\sh\0"
0x11223344556677788
—(Ox7fffffffead0 4-I
L 0x40042a
Ox7fffffffea80
Ox7fffffffea’0
0x4004b8
0x4002a3
0x400660
Ox7fffffffea’s —I
0x3b3b3b3b3b3b3b3b
0x400420

0x40090b

rsp —»

add al,
ret

pop rdi
pop rsi
ret

syscall
ret

pop rsi
pop rdi
ret

mov [rsi], rax
mov rdx, rax

ret

XOr rax, rax

ret

dil

rip

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3
5F B5E C3
OF 05 C3

5E 5F C3

48 89 06 48 89 C2 C3

48 31 CO C3
C3
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IEH!IIEE!IIEEEIIEH%I
Stack

Tfffffffeads
Tfffffffea80 p=» "\bin\sh\0"
Tfffffffea78 | 0x1122334455667788 —
Tfffffffea’l -—-Ox7fffffffea80<4]
7fffffffea68[__ 0x40042a
Tfffffffea6l Ox7fffffffeasO
Tfffffffeas8 Ox7fffffffea’l >
Tfffffffeas0 0x4004Db8
Tfffffffeads 0x4002a3
Tfffffffeadl 0x400660
Tfffffffeals Ox7fffffffea’s —I
Tfffffffea30 0x3b3b3b3b3b3b3b3b
TEfEfEF=—A8 0x400420

rsp —+ .
Tfffffrreaz0 0x40090b Lip

Tfffffffeals

add al,
ret

dil

pop rdi
pop rsi
ret

syscall
ret

rsi
rdi

pop
pop
ret

[rsi], rax
rdx, rax

mov
mov
ret

XOr
ret

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

5F 5E C3

OF 05 C3

5E 5F C3

48 89 06 48 89 C2 C3

48
C3

31 CO C3
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IEH!IIEE!IIEEEIIEHQI
Stack .

Tfffffffeal88
Tfffffffea80 p=» "\bin\sh\0"
Tfffffffea’78 | 0x1122334455667788 —>
Tfffffffea’l ——-Ox7fffffffea80<ﬁ]
7fffffffea68[__ 0x40042a
Tfffffffeasbl Ox7fffffffeal80
Tfffffffeabs Ox7fffffffea’0 -
TfffffffeabO 0x4004Db8
Tfffffffeads 0x4002a3
Tfffffffeadl 0x400660
Tfffffffeals Ox7fffffffea78—|
Tfffffffea30 0x3b3b3b3b3b3b3b3b
TEEEfEf 8 0x400420

rsp [+
Tfffffrreaz0 0x40090b

Tfffffffeals

rip

—>

add al,
ret

dil

pop rdi
pop rsi
ret

syscall
ret

rsi
rdi

pop
pop
ret

[rsi], rax
rdx, rax

mov
mov
ret

XOr
ret

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

5F 5E C3

OF 05 C3

5E 5F C3

48 89 06 48 89 C2 C3

48
C3

31 CO C3
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IEH!IIEE!IIEEEIIEH%I
Stack .

Tftffffffea88 p—
Tfffffffea80 p=» "\bin\sh\0" )

rip —
Tftffffffea’8 | 0x1122334455667788
Tftffffffea’l -—-Ox7fffffffea8044]
7fffffffea68| 0x40042a
Tftffffffeanl Ox7fffffffea80
Tftffffffeabs8 Ox7fffffffea’0 B
Tftffffffeabl 0x4004Db8
Tftffffffeads 0x4002a3
Tftffffffeadl 0x400660
Tftffffffea3s Ox7fffffffea78—|
TEfffff= 0 0x3b3b3b3b3b3b3b3b

rsp —»

Tftffffrr=ea=8 0x400420
Tftffffffea?0l 0x40090Db >

Tfffffffeals

add al,
ret

dil

pop rdi
pop rsi
ret

syscall
ret

rsi
rdi

pop
pop
ret

[rsi], rax
rdx, rax

mov
mov
ret

XOr
ret

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

5F 5E C3

OF 05 C3

5E 5F C3

48 89 06 48 89 C2 C3

48
C3

31 CO C3
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Stack .3b 0

JTftffffffeal8 pr—
7fffffffea80 p=» "\bin\sh\0O"
Tfffffffea78 | 0x1122334455667788 rip =»
JTfffffffea’/( p==0x7fffffffeal0 4-| H
7fffffffea68[__ 0x40042a
JTftffffffeanl Ox7fffffffea80
Tftffffffeabs8 Ox7fffffffea’0 -
Tftffffffeab0 0x4004b8
Tfffffffeads8 0x4002a3
Tftffffffeadl 0x400660
Tftfffffr= 8 Ox7fffffffea’s —I

rsp [+
Tfffffrreas0 0x3b3b3b3b3b3b3b3b
Tfffffffea?8 0x400420
Tftffffffea?l 0x40090b >

Tfffffffeals

add al,
ret

dil

pop rdi
pop rsi
ret

syscall
ret

rsi
rdi

pop
pop
ret

[rsi], rax
rdx, rax

mov
mov
ret

XOr
ret

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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Stack — T

Tfffffffea88 —

Tfffffffea80 p=» "\bin\sh\0"

Tfffffffea78 | 0x1122334455667788 _
rip

Tfffffffea’0 -—-Ox7fffffffea8044]

7fffffffea68[__ 0x40042a

Tfffffffeacl Ox7fffffffeadO

Tfffffffeabs Ox7fffffffea’0 >

Tfffffffeabn 0x4004b8

Tfffffffeads 0x4002a3

Tfffff£F~~—40 0x400660

Tfffffi fqug’ Ox7fffffffea78—|

Tfffffffea30 0x3b3b3b3b3b3b3b3b

Tfffffffea2s8 0x400420

Tfffffffea20 0x40090b >

Tfffffffeals

add
ret

pop
pop
ret

al, dil

rdi
rsi

syscall

ret

pop
pop
ret

mov
mov
ret

XOr
ret

rsi
rdi

[rsi], rax
rdx, rax

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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Stack — T

1fffffffeal88

Tfffffffea80 p=» "\bin\sh\0"
Jfffffffea’8 | 0x11223344556677738 m—
Tfffffffea’/l ——-Ox7fffffffea80<ﬁ]
7fffffffea68[__ 0x40042a

Tfffffffeanl Ox7ftffffffead0
1Tfffffffeabs Ox7fffffffea’0 —
Tfffffffeabl 0x4004b8

TEEfff—/—8 0x4002a3

7fffff_f55;6* 0x400660 rip
1fffffffeal3s Ox7fffffffea78—|
1fffffffea30 0x3b3b3b3b3b3b3b3b
Tfffffffea?s 0x400420

Tfffffffea?l 0x40090b

Tfffffffeals

add al, dil
ret

pop rdi
pop rsi
ret

syscall
ret

pop rsi
pop rdi
ret

mov [rsi], rax
mov rdx, rax
ret

XOr rax, rax
ret

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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Stack — T

1fffffffeal88

Tfffffffea80 p=» "\bin\sh\0"
1fffffffea’s8 0
1fffffffea’/0 p==QOx7fffffffeal0 414-‘
7fffffffea68[__ 0x40042a
Tfffffffeanl Ox7fffffffeal80

1Tfffffffeabs Ox7fffffffea’0

Tfffffffeab0 0x4004Db8

Tfffff~——48 0x4002a3
rsp -+

Tftffffrr=az0 0x4000660

1fffffffeal3s Ox7fffffffea78—|
1fffffffea30 0x3b3b3b3b3b3b3b3b
Tfffffffea?s 0x400420

rip

Tfffffffea?l 0x40090b

Tfffffffeals

add al, dil
ret

pop rdi
pop rsi
ret

syscall
ret

pop rsi
pop rdi
ret

mov [rsi], rax
mov rdx, rax
ret

XOr rax, rax
ret

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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Stack 3b .78 0 0

1fffffffeal88

Tfffffffea80 p=» "\bin\sh\0"
1fffffffea’s8 0
1fffffffea’/0 p==QOx7fffffffeal0 414-‘
7fffffffea68[__ 0x40042a
Tfffffffeanl Ox7fffffffeal80

1Tfffffffeabs Ox7fffffffea’0

Tfffffffeab0 0x4004Db8

Tfffff~——48 0x4002a3
rsp -+

Tftffffrr=az0 0x4000660

1fffffffeal3s Ox7fffffffea78—|
1fffffffea30 0x3b3b3b3b3b3b3b3b
Tfffffffea?s 0x400420

rip

Tfffffffea?l 0x40090b

Tfffffffeals

add al, dil
ret

pop rdi
pop rsi
ret

syscall
ret

pop rsi
pop rdi
ret

mov [rsi], rax
mov rdx, rax
ret

XOr rax, rax
ret

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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Stack 3b .78 0 0

1fffffffeal88

1tffffffea80 p=»
1fffffffea’s8
TEffffffea( Jmm
1fffffffeabs L
Tfffffffeanl

1Tfffffffeabs

TftffffF&==R/0
7fffff:f§5-§*
Tfffffffeadl
1fffffffeal3s

rip g2 add al, dil

— =

NOxd002373

"\bin\sh\0"

Low 8-bits of rax

Low 8-bits of rdi

0
Ox7fffffffea80<¢{1

0x40042a
Ox7fffffffeal80
Ox7fffffffea’0
0x4004b8
0x4002a3
0x400660
Ox7fffffffea’s —I

1fffffffea30 0x3b3b3b3b3b3b3b3b

Tfffffffea?s
Tfffffffea?l
Tfffffffeals

0x400420

#

0x40090b

pop
pop
ret

rdi
rsi

syscall

ret

pop
pop
ret

mov
mov
ret

XOr
ret

rsi
rdi

[rsi], rax
rdx, rax

rax, rax

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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StaCk 3o T8 3b 0

1fffffffeal88 rip -
Tfffffffea80 p=» "\bin\sh\0"
1fffffffea’s8 0 m—
1fffffffea’/0 p==QOx7fffffffeal0 4-|<-“
7fffffffea68[__ 0x40042a

Tfffffffeanl Ox7ftffffffead0
1Tfffffffeabs Ox7fffffffea’0 —
TftffffF&==R/0 0x4004b8

7fffff:f§5-§* 0x4002a3

Tfffffffeadl 0x400660

1fffffffeal3s Ox7fffffffea78—|
1fffffffea30 0x3b3b3b3b3b3b3b3b
Tfffffffea?s 0x400420

Tfffffffea?l 0x40090b >

Tfffffffeals

add
ret

pop
pop
ret

al, dil

rdi
rsi

syscall

ret

pop
pop
ret

mov
mov
ret

XOr
ret

rsi
rdi

[rsi], rax
rdx, rax

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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.18

Tfffffffea88
Tfffffffea80 p=» "\bin\sh\0"
Tfffffffea’8 0
Tfffffffea’/( p—=Qx/fffffffea80 414-‘
7fffffffea68| 0x40042a
Tftffffffeaonl Ox7fffffffea80
rip —

Tfffff~——H8 Ox7fffffffea’0

rsp |+
Tftffffrr=as0 0x4004b8
Tfffffffeadl 0x4002a3
Tftffffffeadl 0x400660
Tfffffffeal3l8 OX7fffffffea78—|
Tfffffffea30 0x3b3b3b3b3b3b3b3b
Tftffffffea?8 0x400420
Tftffffffea?0 0x40090Db >

Tfffffffeals

add
ret

pop
pop
ret

3b 0

al, dil

rdi
rsi

syscall

ret

pop
pop
ret

mov
mov
ret

XOr
ret

rsi
rdi

[rsi], rax
rdx, rax

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3

74



3b
Tfffffffeads 2dd ety did 0x4002a3 40 00 F8 C3
TEFFffffeadd = "\bin\sh\0" |
TEffffffeaTs 0 bop roi 0x400420 5F 5E C3
TFFFFfffeal) —0x7fffffffeas0 4{‘ =
7fffffffea68L 0x40042a . 0x40042a OF 05 C3
TEFEffFeant) l—0xTFFFEEEfa80
JEFFEFlrands OxTEEfEfffea’l rip bp oon rai 0x4004b8 5E 5F C3
7fffffffeas0 0x4004b8 -
TEffffffeads 0x4002a3 |
TEffEffffead0 0x400660 nov rin, vae . 0x400660 48 89 06 48 89 C2 C3

ret

1fffffffeal3s Ox7fffffffea78—|
1fffffffea30 0x3b3b3b3b3b3b3b3b

Tfffffffea?s 0x400420
Tfffffffea?l 0x40090b p TO° TaEs rax 0x40090b 48 31 CO C3

ret

Tfffffffeals C3
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rdi | rsi
Stack ...70 3b 0

1fffffffeal88
Tfffffffeal80
1fffffffea’s8

=  "\bin\sh\0"

Tftffffffea’l
Tffffff~=—A"8
rsp [+
Tftffffrreadl
Tftffffffeabs8
Tftffffffeab0
Tfffffffeads8
Tftffffffeadl
Tftffffffea3s
Tftffffffea3l
Tfffffffea?8
Tftffffffea?l

Tfffffffeals

0
= (Ox/fffffffeal0 414-‘

0x40042a
Ox7fffffffeal80
Ox7fffffffea’0

rip
0x4004Db8

0x4002a3
0x400660
Ox7fffffffea’8 —I
O0x3b3b3b3b3b3b3b3b
0x400420
0x40090b

add
ret

pop
pop
ret

al, dil

rdi
rsi

syscall

ret

pop
pop
ret

mov
mov
ret

XOr
ret

rsi
rdi

[rsi], rax
rdx, rax

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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StaCk .80 ..70 3b 0

1fffffffeal88
Tfffffffeal80
1fffffffea’s8

=  "\bin\sh\0"

TftffffF~=—==30
rsp —»
Tfffffrre=av8
JTftffffffeanl
Tftffffffeabs8
Tftffffffeab0
Tfffffffeads8
Tftffffffeadl
Tftffffffea3s
Tftffffffea3l
Tfffffffea?8
Tftffffffea?l

Tfffffffeals

0
= (Ox/fffffffeal0 414-‘

0x40042a

Ox7ftffffffead0
Ox7ftffffffea’0
0x4004b8
0x4002a3
0x400660
Ox7fffffffea’8 —I
O0x3b3b3b3b3b3b3b3b
0x400420

0x40090b

add al, dil

ret

pop
pop
ret

rdi
rsi

syscall

ret

pop
pop
ret

mov
mov
ret

XOr
ret

rsi
rdi

[rsi], rax
rdx, rax

rax, rax

0x4002a3

0x400420

0x40042a

0x4004Db8

0x400660

0x40090Db

Code

40 00 F8 C3

S5F

OF

S5E

48

48
C3

S5E

05

S5F

89

31

C3

C3

C3

06 48 89 C2 C3

CO C3
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.70 3b 0 Code

JEfEFEffeass addal, dil o 0,4002a3 40 00 F8 C3
TftffffffealO
pop rdi
JTftffffffea’8 pop rsi 0x400420 5F 5E C3
ret
TftffffF~=—==30
rSp axrerm~rall 3
TEffffs
B stub_fork kernel/fork.c
Tftffffffeapl
stub vfork kernel/fork.c
Tftffffffeabs8 3
D EEEEEEEAAn execve stub_execve fs/exec.c
a
TEEFEFEfLads 60 exit sys_exit kernel/exit.c
Tffffffflead0 61 wait4 SyS_Wa|t4 kernel/exit.c 5 48 89 C2 C3

ret

Tffffffflea38 Ox7fffffffea’8
Tfffffffea30 0x3b3b3b3b3b3b3b3
Tfffffffaa?s 0x400420

Tfffffffeall 0x40090b ’/
Jfffffffeal

p XOT XX/ T 0%40090b 48 31 CO C3
C3
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Stack @; e Code
- add al, dil

Tfffffffeasds 7 2 0x4002a3 40 00 F8 C3
Tfffffffeasl "\bin\sh\0" ’

pop rdi
Tftffffffea’s pop rsi 0x400420 S5F H5E C3

Tff EXECVE(2) System Calls Manvual EXECVE(2)

NAME
7:fff execve - execute a file

SYNOPSIS
7Ifff #include <unistd.h>

7££ (.

execve(const/char *path, char *const argv[], char *const envp[]);

WASERERE DESCRIPTION
execve() transforms the calling process into a new process. The new process is constructed from an ordinary file, whose name is
7fof pointed to by path, called the new process file. This file is either an executable object file, or a file of data for an
interpreter. An executable object file consists of an identifying header, followed by pages of data representing the initial
program (text) and initialized data pages. Additional pages may be specified by the header to be initialized with zero data;

Tff see a.out(5).

7:fff An interpreter file begins with a 1line of the form:

Tttt

#! interpreter [arg ... ]

When an interpreter file is execve()'d, the system runs the specified interpreter. If any optional args are specified, they
become the first (second, ...) argument to the interpreter. The name of the originally execve()'d file becomes the subsequent
7;fff argument; otherwise, the name of the originally execve()'d file is the first argument. The original arguments to the invocation

of the interpreter are shifted over to become the final arguments. The zeroth argument, normally the name of the execve()'d
7jfff file, is left unchanged.

The argument argv is a pointer to a null-terminated array of character pointers to null-terminated character strings. These
7:fff strings construct the argument 1list to be made available to the new process. At least one argument must be present in the
array; by custom, the first element should be the name of the executed program (for example, the last component of path).

man: //execve(2) [RO] 1,1




Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?

Tfffffffeas8s 0%59b5997d0

TEfEEFFfeas0 0x401a82 . fmeao

TFffffffeads 0x4002a3 E—

TEEEEFffeadl 0x401bb0 = » 48 2B 02 C3
TEffffffea38  Ox7fffffffea5s rer
TE£EFEfFeall 0x401a5p —— 12 €

pop rdx

TEffffff—"° Ox59p997f ¢t ret 58 C3
rsp  '
JLffffff 0x4019e5 rip —> pop rax

az U
ret
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Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?

Tfffffffeabs
Tfffffffeabl
Tfffffffeads
Tfffffffeadl
Tfffffffea3s

JTELffffff
TELffffff

2N

rsp

asL o

Tfffffffea?l

0x59b9974d0
0x401a82

10205 ———

48 89 C7 C3

mov rdi, rax
ret

LIOT7ETE

48 2B 02 C3

A 4

0x401bb0
Ox7fffffffeabs

0x401aSb ——

5A C3

OX59b997ff_‘—’——————fi—’——’——____,___——»58 C3
0x4019e5 pop rax

pop rdx

sub rax, [rdx]
ret

rip

—» ret
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Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?

L9TEE

Tfffffffeas8 0x590997d0
Tfffffffeas0 0x401a82 _ Afmeas
Tfffffffeads 0x4002a3 mov rdi, rax
TEEfffEfeadl 0x401bb0 — » 48 2B 02 C3
TEfEfEff—>0 Ox7fffffffeas8 ou rax, Lrdxl

rsp ' 5AC3 ;
Tfffffffeasu 0x401abb

rlp — pop rdx
Tfffffffea?s8 Ox59b997ff———’—~————jiﬂfdﬂ_’______,,__—v58 C3
Tftffffffea20 0x4019eb5 pop rax

ret
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Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?

L9TEfE ...eab8

Jfffffffeas8 0x59b997d0
JEfFffffeas0 0x401a82 //////////'48 o o o3
JEffffffeads 0x4002a3 B
TfEfEFffAadn 0x401bb0 et » 48 2B 02 C3
rsp — sub rax, [rdx]
TEFFFff Feaso OxTfffffffeass Sub
5A C3
TEffffffeall 0x401abb — |

pop rdx
JTfffffffea28 Ox59b997ff————jff:::ji;_—_——__________——v58 C3
JTftffffffea20 0x4019e5 pop rax

ret
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Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?

L9TEfE ...eab8

TEEffEffeasbs 0x595997d0
TEE£fEffeas0 0x401282 . fmwoo
TEEEEEEER~20 0x4002a3 TE—
rsp —» ret
TEEE£Effeao 0x401bb0 » 48 2B 02 C3
TEffffffea38  Ox7fffffffea5s i
A
Tfffffffeal0 0x401a5b — 122 &

pop rdx
JTfffffffea28 Ox59b997ff———’—~————jiﬂfdﬂ_’______,,__—v58 C3
JTftffffffea20 0x4019e5 pop rax

ret
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Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?
----

...eab8

TffFEfffeass 0x59b997d0

rax = 0x59p9%97ff
TEfFEFEfeas 0x401282 _ ewoo — 0x595997d0
TEEEEEEE—ao 0%4002a3 ——————— |

rsp [+ i

TEfFFfffeamu 0x401bb0 = J a8 2B 9x0000002f
TfEffffffeals U FEFERE e — ip > et T
TfEfEFffeal0 0x401a5b — 1> €

pop rdx
JTfffffffea28 Ox59b997ff———’—~————jiﬂfdﬂ_’______,,__—v58 C3
JTftffffffea20 0x4019e5 pop rax

ret
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Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?
----

..eab8

TEEEFFffeass 0x59b997d0
TeELELLEte 0x401a82 B prarrarae
Tfffffffea=o 0%4002a3 = | rip | » mov zdi, rax
TEEEEFffeadl 0x401bb0 = » 48 2B 02 C3
TEffffffea38  Ox7fffffffea5s rer

A
Tfffffffea3l 0x401a5b — >4 ¢

pop rdx
JTfffffffea28 Ox59b997ff———’—~————jiﬂfdﬂ_’______,,__—v58 C3
JTftffffffea20 0x4019e5 pop rax

ret
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Practice with Return-Oriented Programming (ROP)

What are the values in the registers when the function at address

0x401a82 gets called?
----

...eab8
Tfffffffeabs8 0x59b9974d0

Tfffffffp—=" 0x401a82

rsp {4889 CTC3
TEEfEfEf 0x4002a3

a0 mov rdi, rax

TEEEffffeadl 0x401bb0 — 1P = et s 48 2B 02 C3

TfEffffffeals U FEFERE e Sop e e
A

Tfffffffeal3 0x401a5b—————"“’”'5 c3

pop rdx
JTfffffffea28 Ox59b997ff———’—~————jiﬂfdﬂ_’______,,__—v58 C3
JTftffffffea20 0x4019e5 pop rax

ret
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Defense #5:
Address Space Layout Randomization
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Other defenses

Gadget Elimination

Control Flow Integrity

©
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The state of the world

Defenses:

e Use high-level languages

 Stack Canaries

* Memory tagging

* Address Space Layout Randomization

e Continuing research and development.

But they aren't perfect!
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