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Lecture 24: Computer Security
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Computer Security
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Computer Security
• Security is about making sure that computers behave 

correctly
• A secure system should:
1) Do what it is supposed to do
2) Not do anything else
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What might go wrong
class ObjectStore:

def __init__(self, len):
self.objects = [None]*len

def read(self, i):
return self.objects[i]

def store(self, i, o):
self.objects[i]= o
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OpenSSL
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struct { 
HeartbeatMessageType type; 
uint16 payload_length; 
opaque payload[HeartbeatMessage.payload_length]; 
opaque padding[padding_length]; 

} HeartbeatMessage; 



Heartbleed
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What might go wrong
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class ObjectStore:

def __init__(self, len):
self.objects = [None]*len

def read(self, i):
return self.objects[i]

def store(self, i, o):
self.objects[i]= o



Code

Memory

def f1(o):
os = ObjectStore(10)
...
os.store(12, o);
...
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Statics

Stack

Heap

0x00000000

Return ptr
o
os

None def main():
f1(47)
print("done")

def exploit_code():
# do evil stuff
….

47&exploit_code



Chrome Vulnerability
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So how do we fix this?

• Testing
• Bug finding tools

• Provably correct code
• White-hat hacking
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Vulnerabilities by Year





So how do we fix this?



Security by Design
• Build secure, trustworthy computer systems/applications/etc.
• Define what the system is supposed to do
• Make sure it does that (and only that)



Engineering Security

Attacks 
are perpetrated by 

threats
that cause

incorrect behavior
by exploiting
vulnerabilities

which are controlled by 
countermeasures.



thorization: mechanisms that govern 
whether actions are permitted

thentication: mechanisms that bind
principals to actions

dit: mechanisms that record and 
review actions

Classes of Countermeasures



Assumptions



Most Common Passwords (2022)

1.

2.
3.

4.

5.
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Prospect Theory

• Reference-dependence 
• Isolation
• Pseudocertainty

• Loss Aversion
• Certainty 
• Source-dependence



Prospect Theory as Descriptive Model

• Finance: which stocks investors sell [Shefrin & Statman, 1985] 

• Insurance: predicting over-insurance[Sydnor, 2010]

• Savings: patterns in spending [Koszegi & Rabin, 2009]

• Security: adoption of 2FA [Qu et al., 2019]

• Privacy: disclosure of personal information [Adjerid et al., 2013]



Prescriptive Applications of Prospect Theory

• Nudge employees to increase their retirement 
contributions [Thaler & Benartzi, 2004]

• Nudge teams in high-tech factories to increase 
productivity [Hossain & List, 2012]

• Nudge teachers to improve student outcomes [Levitt et 
al., 2016]



Password Selection



Framing Password Selection



Framing Password Selection
• Positive Framing

Go Back: Choose a stronger password to reduce the risks of 
financial loss and identity theft 
Continue: Create account with current password 

• Neutral Framing
Go Back: Yes
Continue: No

• Negative Framing
Go Back: Choose a stronger password
Continue: Ignore potential risks of financial loss and identity theft 
and create account with current password 



User Study: Password Selection
• 762 U.S. residents recruited on Amazon Mechanical Turk

• Task: Beta Test Aggregated News Website
• Participants were given test username and email, asked 

to use a password of their choice



Framing Password Selection



Legal Privacy

Security Decision Theory

Privacy Threats

POPIA

LGPD

SB260

APPI

PDPA

CPRA

CDPA

GDPR CCPA
PIPA

SB220

LD946



Today
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