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Abstract

The purpose of this study is to understand the privacy con-
cerns and behavior of non-WEIRD populations in online mes-
saging platforms. Analysis of surveys (n = 674) of WhatsApp
users in Saudi Arabia and India revealed that Saudis had sig-
nificantly higher concerns about being contacted by strangers.
In contrast, Indians showed significantly higher concerns with
respect to social contact from professional colleagues. Demo-
graphics impinge privacy preferences in both populations, but
in different ways. Results from regression analysis show that
there are statistically significant differences between the pri-
vacy behaviors of Saudis and Indians. In both cases, privacy
concerns were strongly correlated with their reported privacy
behaviors. Despite the differences, we identified technical
solutions that could address the concerns of both populations
of participants. We close by discussing the applicability of
our recommendations, specifically those on transparency and
consent, to other applications and domains.
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1 Introduction

WhatsApp is a multimedia messaging application with a
range of capabilities beyond traditional text messaging: asyn-
chronous chat, photo sharing, video sharing, synchronous
voice and video chat, and location sharing [14]. WhatsApp
supports two-person conversations, ad-hoc discussions, and
larger long-lived structured groups. Due to the penetration
of WhatsApp in several non-western countries and it being
widely considered for peer-to-peer information sharing, there
is an opportunity to study differences and similarities in pri-
vacy concerns across these nations and design corresponding
privacy defaults for users. Here we focus on two populations
where WhatsApp is the dominant social network platform:
Saudi Arabia and India. We targeted the nation with the most
intensive use of WhatsApp (Saudi Arabia) [33] and the nation
where WhatsApp has its largest user base (India) [62]. In fact,
WhatsApp is so widely used in Saudi Arabia and India that
it is a frequent topic for national debate, having been con-
demned for being a tool for political propaganda [53] and for
instigating mob violence with misinformation [60].

Prior research on social networking applications have
found that privacy concerns vary significantly across nation-
alities [48, 69]. Yet much research has focused on WEIRD
(Western, Educated, Industrialized, Rich and Democratic) pop-
ulations [25]. While there have been independent studies on
WhatsApp for Saudi Arabian users [57] and Indian users [18],
there is not previous work that has directly compared the
privacy choices of these two geographically and culturally
distinct populations, without a comparison with western popu-
lations where privacy is more broadly studied. Having similar
surveys about identical features with the same settings in two
very different populations offers an opportunity for a compar-
ison of privacy preferences and behaviors. Privacy concerns
of non-WEIRD populations, including Saudis and Indians,
are relatively understudied in comparison to WEIRD popu-
lations. Platform adoption is also different in non-WEIRD
populations with WhatsApp more widely used in Saudi Ara-
bia and India than in the United States or Europe. There is
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a need for further studies to understand how origin reflects
different priorities for managing boundaries in non-WEIRD
populations. To the best of our knowledge, this is the first em-
pirical study that compares users’ concerns and attitudes on
social networks between Saudis and Indians. To explore how
privacy concerns influence privacy behavior, we formulated
the following specific research questions:

RQ1: To what extent are privacy concerns of Saudis differ-
ent from Indians?

We found that certain privacy concerns were similar be-
tween the participant groups, validating the work by Alt-
man [7] who found similar privacy concerns across non-
western cultures. For example, both populations were equally
concerned about being added to conversation groups without
consent. However, there were differences in other privacy
concerns like being contacted by strangers (Saudis more con-
cerned than Indians) and workplace acquaintances (Indians
more concerned than Saudis). Even when nationality was
the only measure of difference, these differences seemed to
stem from cultural values often represented in previous re-
search [51, 57].

RQ2: To what extent does gender impinge on privacy con-
cerns for both the populations?

Gender has been found to be an important factor in privacy
research since the 1980s [6, 59]. We consider gender sepa-
rately to measure if it is an important factor in user privacy
concern in our population samples as well. For women, the
concern about being contacted by a stranger was found to
be statistically significant greater for Saudis than for Indians.
Conversely, concern towards being contacted by professional
contacts for personal interactions is statistically significant
greater for Indian women than for Saudi women.

RQ3: How do privacy concerns affect privacy behavior
for both of the populations?

We analyzed the effect on privacy concern on selected
behaviors for each of our participant groups. Privacy behavior
was operationalized in terms of feature settings and profile
information sharing boundaries which are common for most
messaging platforms including WhatsApp.

We found that while privacy concerns did influence privacy
behavior, they did so differently in the two groups. For in-
stance, Saudi participants who expressed concerns over being
contacted by strangers also reported using the blocking fea-
ture. Indian participants who had greater concerns about being
added to a group chose to hide when they were last online
and saw messages from others. Comparisons about the use of
WhatsApp features and profile settings offers insight into if
and how individuals are influenced by their nationality, and
demographic differences. Informed by prior cross-cultural
research on non-western populations, we contribute to the
literature on (i) cross cultural concerns of mobile messaging
applications, which are dominant in non-western populations
and (ii) the differences in privacy behavior of these large
populations driven by concerns. In addition to the specific

cross-cultural studies, we also hope to contribute to the dis-
cussion about methods of research on privacy perceptions and
behavior, e.g. [20, 55] by operationalizing behavior in terms
of feature and profile settings. The comparison between the
two populations using a similar experimental approach may
provide general insights on privacy decision-making, which
can further inform design considerations on platforms like
WhatsApp.

We analyzed survey responses of 674 participants who
self-identified as Saudis and Indians. While these participants
might or might not be currently residing in the respective
countries, they identify themselves as being Saudi or Indian
citizens. We used snowball sampling; asking Saudis to share
the survey with other Saudis and Indians to share the sur-
vey with other Indians. This helped ensure that we captured
as many participants possible who were culturally homoge-
neous.

In the following section, we present an overview of other
cross-population privacy studies. Section 3 details our recruit-
ment, data compilation, and analysis procedures. Section 4
presents the results of the analyses of individual populations,
and comparisons between them. We then discuss the implica-
tions of the results in Section 5, making recommendations for
changes in WhatsApp and supporting these with our analysis.
We conclude the paper in Section 6, illustrating avenues for
future work.

2 Related Work

Prior work has long considered if privacy is a cultural phe-
nomenon. As early as 1977, Altman recognized “privacy [as]
a universal process that involves culturally unique regulatory
mechanisms” [7]. Thus, there are aspects of privacy that are
pervasive across cultures and those that are culturally distinct.
However, due to the concentration of technology in western
populations, practical reasons have made privacy studies to
be largely geographically constrained.

For example, a study of 201 Facebook users in the United
Kingdom found that participants’ perceived risk of sharing in-
formation on Facebook was a significant predictor of privacy
concerns and precautionary behaviors [68]. King, Lampinen
and Smolen report privacy attitudes to be a consequence of
previous events rather than overall risk perception [34]. Lewis,
Kaufman and Christakis argue that privacy behaviors are a
result of ‘social influence’ and ‘personal incentives’ [39] such
as peer attitudes and nationality biases. This allows an op-
portunity to study population intrinsic privacy concerns as
a predictor of privacy behavior. In privacy research, how-
ever, WEIRD populations are not necessarily representative
of other populations [25]. It is reasonable to evaluate if pri-
vacy research on WEIRD populations predicts findings from
South-East Asian and Middle-Eastern populations given that
studies of offline risks have consistently found strong evi-
dence that the tolerance for risk [29] and the cultural framing
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of risk [9] vary significantly across nations.

2.1 Cross-Cultural Studies in Privacy
The privacy community has been increasingly interested in
privacy concerns and attitudes across cultures, often compar-
ing non-western populations against western populations like
[44], [69], and [32]). Cvrcek et al.’s study of privacy valuation
across Europe found significant differences between Greek,
Belgian, Czech, German, and Slovak populations in terms of
location privacy indicating the importance of studying cul-
turally varied populations [17]. Further afield, privacy risk
perception of German participants were found to be higher
than American participants, and both were higher than their
Chinese counterparts [29]. A study of 92 participants in three
countries found that generally American respondents were
the most privacy concerned, followed by the Chinese while
Indians showed the least concern [69]. The difference in
the WEIRD populations were partly credited to the pres-
ence of data protection laws, but nationality also played a
role [11, 16, 47]. These smaller studies were also followed
by larger studies on privacy concerns of Internet users across
different cultural and political settings like [10] and [40] as
well as development of universal privacy frameworks [67].

Prior work has also attempted to study individual pop-
ulations in-depth in Japan [3], Saudi Arabia [1, 73],
Bangladesh [4] and India [19]. If privacy attitudes are pri-
marily a function of national attitudes, then examination of
privacy in different populations is needed to provide the sup-
port for different populations. A core motivation of our work
has been to contribute to this rising body of work by not only
confirming that there are differences, but also confirming that
there are similarities—both of which can be useful in making
actionable privacy controls.

2.2 Privacy and Gender
The way different cultures treat men and women also has been
found to have an effect on their privacy perceptions [7]. His-
torically, gender has been considered as “a key social variable
in the availability of certain forms of individual and group
privacy” [6]. While both men and women are equally subject
to invasions of privacy, how these invasions have an effect
upon them can vary. Complex gender norms can spill over
to cyberspace from the physical world that have a greater
impact on women than men (e.g., stalking [38,57] and family
expectations [4]). Female internet users were also “dispropor-
tionately [more] prone” to online harm since they formed the
greater population of online consumers [8].

Accordingly, there have been a rising number of studies
on understanding how gender impinges privacy concerns. A
study on American teens found that privacy concerns about
receiving unknown emails were higher for female high school-
ers [72]. Similarly, greater privacy concerns in women caused
them to have enhanced “privacy protection behavior” on Face-
book [28]. Few studies have also been focusing on the impact

of gender in non-western populations in South-east Asia [59].
An important aspect of privacy is its formulation as a form of
‘modesty’, where in some cultures, privacy is a way to protect
what the society might objectively consider as immoral [70].
Since women tended to have greater privacy concerns and
enforced privacy preserving behavior, gender was also a sig-
nificant consideration in our study on Saudi and Indian popu-
lations where culture has a more patriarchal grounding [5,54].

2.3 Privacy Behavior Against Concerns

Our third research question has been grounded in previous
work on privacy behavior resulting from privacy concerns.
Research in risk perceptions on various other social media
platforms (including Friendster, MySpace, and Facebook) has
reported weak correlations between user’s privacy choices
and their online behavior [2]. Most of the users were unable
to or uninterested in addressing privacy settings to control
information sharing. The source of this ‘privacy paradox’
was investigated in a study of 232 Facebook users, where
the perceived risk of sharing information was found to be
the most important determinant of privacy behaviors. Privacy
preferences, measured using a standard Likert scale, were
found to be significant but to have the least impact on behav-
ior [22]. These findings were also supported across cultures
(e.g. China) [52].

Patil and Kobsa have similarly argued that people are more
privacy concerned about specific factors like accessibility of
information to strangers, content of the messages in commu-
nication, and reliability of the service [50]. Following their
example, we have also considered information sensitivity and
stranger contact concern as factors influencing privacy behav-
ior. In cases where privacy protecting behaviors are present,
they suggest that this is a result of ‘impression management’,
specifically in messaging apps [36] at workplaces. Privacy
concerns were found to vary based on data type as well as data
content. For example, perceptions and valuation of location
sharing as a privacy risk vary across contexts and between
individuals, and nations [15]. Hence, we also consider if users
were concerned with being contacted by colleagues over mo-
bile messaging applications outside of workplace and if it
changed how they managed information over messaging plat-
forms (like restricting media download).

2.4 Mobile Messaging Platforms

In this section we discuss WhatsApp as an example of a
mobile messaging platfrom. In most studies, e.g. [69], Face-
book has largely been the dominant platform studied in cross-
cultural privacy research. While Facebook does have a fairly
large user base across countries, it is often not the dominant
platform used by the majority of the population. With the
rise of smartphones, mobile phone based messaging appli-
cations like WhatsApp have been increasingly adopted in
non-WEIRD populations instead of Facebook [62]. One of
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the countries in our study, Saudi Arabia, has the highest What-
sApp market penetration, with 78% of the population using
WhatsApp [63]. WhatsApp is also treated as a credible source
of information for law enforcement [42]. It is integrated into
daily life, in educational institutions, political groups [12]
and places of employment, making information dissemina-
tion over WhatsApp an important domain to study [13, 58].
Similarly, in India, reacting to the brutality of the photos
distributed over WhatsApp, five people were incorrectly iden-
tified as kidnappers and killed by the residents of isolated
towns [24]. In response, WhatsApp has implemented tagging
to indicate that the message was forwarded and limited the
ability to forward a specific message to five people to prevent
mass forwarding [46]. Though the latter event happened after
the breadth of our study, it highlights how WhatsApp is an
important focal point in behavior over social media, especially
for these understudied populations.

Despite the ubiquity of WhatsApp in daily life in many
non-WEIRD countries, it is only recently being considered
in social networking research [49]. For example, the ever
popular Vinco’s Annual World Map of Social Networks does
not even consider WhatsApp as a social network, but rather as
a messaging platform.1 Given the range of services and group
management functionalities of WhatsApp, privacy evaluations
of social use are worthwhile. While it is true that it might
not forever be the dominant messaging application in non-
WEIRD countries like Saudi Arabia and India, research on
privacy concerns of these populations may be applicable to
competing or future platforms as well.

3 Methods

For this study, we used data collected through a survey instru-
ment targeted at WhatsApp users, above the age of 18, who
identified themselves as either Saudis or Indians based on
nationality. The instrument was initially developed as a bilin-
gual self-reported survey for Saudis in Arabic and English.
We adopted the English version for the Indian population
and added questions on Location and use of Live Status, but
did not translate the survey into any of the major languages
or dialects in India due to the fact that there are too many
languages that could effect interpretation of the translated
text. English is used for all official government communi-
cations in India according to the Official Languages Act of
1963 [65] which makes it convenient for population sampling.
While the survey contains both quantitative and qualitative
responses, we focus here on the quantitative results in order
to gain empirically grounded insights of privacy concerns.

3.1 Population Sampling
WhatsApp is the most widely used instant messaging platform
in both Saudi Arabia and India [33, 62]. This allowed us an

1https://vincos.it/world-map-of-social-networks/

opportunity for convenience sampling, given researchers from
the aforementioned countries. The survey was done in two
phases, the first targeted at Saudi users in 2015 and the second
targeted at Indian users in 2017. The study was approved by
the University’s Institutional Review Board (IRB) for both
surveys. We conducted snowball sampling to recruit respon-
dents who were culturally homogeneous. It also would have
been difficult and possibly infeasible to reach Saudi women
with a survey distributed in the United States. We designed
the second study (with Indian users) to enable comparison
with the first. Given we were excluding Saudis/Indians living
outside their country for years (because privacy perceptions
can change depending on the country of residence) we re-
tained the snowball sampling method for both similarity and
recruitment. Since the data were collected in two phases over
a gap of two years, we removed additional features available
on WhatsApp to make the variables in the Saudi and Indian
groups consistent, as detailed in Section 3.4. The initial survey
instrument sampled 820 WhatsApp users; 452 from Saudi
Arabia, 146 from non-Saudi Arabs, and 222 from India. The
146 non-Saudi Arabs were excluded from analysis, making
the total number of participants 674. This was because non-
Saudi Arabs can have membership from 21 Arab countries
of Algeria, Bahrain, Comoros, Djibouti, Egypt, Iraq, Jordan,
Kuwait, Lebanon, Libya, Mauritania, Morocco, Oman, Qatar,
Saudi Arabia, Somalia, Sudan, Syria, Tunisia, United Arab
Emirates, and Yemen in addition to the Palestinian Territo-
ries. This would increase the variability since we did not have
enough number of users from each of these countries. This
gave us two datasets of 452 (Saudi) and 222 (Indian) users
respectively.

3.2 Sample Size and Variables
Both Saudi and Indian population datasets were then com-
bined for all 674 valid responses from users who identified
themselves as Saudi or Indian nationals respectively. We had
452 Saudi participants (we needed 385 participants for a 95%
confidence level and 5% margin of error) and 222 Indian par-
ticipants (we needed 271 participants for a 95% confidence
level and 5% margin of error). Table 1 shows the demographic
distribution of both populations across gender, age and educa-
tional qualification.

Since our dataset was obtained from a prior survey of Saudi
respondents that contained only binary gender, we had to re-
move non-binary or undeclared responses from seven users
in the survey to maintain consistency. Gender categories have
been a long standing debate [64] and a follow-up study that
accounts specifically for privacy concern variations based on
gender would be invaluable. We assigned a variable to every
question in our complete dataset, resulting in 19 variables,
across four categories: privacy concerns, general usage, de-
mographics, and feature and profile information settings. The
number of independent variables in the survey was 12 (Table
2 contains 11 and nationality) for consistency across variables
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that can be compared for analysis. Questions that were present
in one dataset but absent in the other were removed. We also
removed responses which had missing values for any of the
questions that remained in our dataset.

Demographic Details Saudis Indians
Gender Male 159 140

Female 293 75
Age (years) 18-24 99 80

25-30 225 123
31-40 103 17
41-50 21 2
over 50 4 0

Education High School or Less 30 4
Some College 38 2
Bachelors 58 90
Masters or Professional 18 114
Doctoral 2 9

452 222

Table 1: Demographic distribution of the populations broken
down into two samples.

Recall the three research questions were about the differ-
ences and similarities of privacy concerns (RQ1), how de-
mographics impinge these concerns (RQ2), and how these
concerns affect privacy behavior (RQ3). The survey had five
questions for each population into the ‘Privacy Concerns’ cat-
egory. In order to answer if these concerns were similar or
different based on demographics (RQ2), we included demo-
graphic queries: age, gender, and education. Gender has been
found to be a significant factor in use of security technology,
and has a significant impact on privacy behavior [21]. Ex-
pertise has been found to be a major determinant of security
behaviors [20,56]. Expertise also clearly impinges risk aware-
ness. The differences, or lack thereof, in privacy and security
papers sometimes is embedded in expertise, such as works
where student samples have predominantly male technology
experts and predominantly female non-experts. However, here
gender is the only explicit variable, based in no small part on
the differences in findings in the comparative works discussed
in Section 2. In addition a study of privacy concerns on Face-
book that addressed use and risk perceptions found gender to
be a significant variable in WEIRD population samples [21].

In order to measure if privacy behavior changed according
to privacy concerns for each population (RQ3), privacy be-
havior of participants was operationalized as use of features
on WhatsApp. This includes blocking others from accessing
personal devices, and limiting the transmitting of profile infor-
mation. Table 3 lists the dependent variables in our study. We
have four dependent variables as ‘Feature Settings’. These
features include Blocking, Auto Download, Location, and No-
tification. The responses to feature usage questions are binary.

Three additional variables for profile settings, Profile Photo,
Last Seen, and Status were also included because they signi-
fied access control to an individual’s profile at three levels -
Nobody, My Contacts, and Everyone. These seven variables
served as dependent variables in our study. Similarly, Table 2
lists the independent variable categories, ‘Privacy Concerns’,
‘Usage’, and ‘Demographics’ further described below.

1. Privacy Concern Variables: Users were queried about
their privacy concerns while using WhatsApp. The sur-
vey did not contain generic questions on privacy, but
specific questions in the context of WhatsApp. This,
however, does not limit the questions to the existence
of WhatsApp. The variables under ‘Privacy Concerns’
like Sensitive Data, Professional Contact, Targeted Ads,
Group Add Ask, and Stranger Contact Concern can be
applied across all mobile messaging platforms with simi-
lar functionality which ensures that questions on privacy
concerns remain relevant beyond the scope of our study.

2. Usage Variables: These variables measure the usage
habits of users on WhatsApp. This includes information
on the operating system (Platform), frequency of usage
(Frequency) and length of usage (Length).

3. Demographic Variables: The demographic variables we
considered were Age, Gender, and level of education
(Education).

Apart from these, we had a separate variable for nationality
that distinguished between Indian and Saudi users. The list
of independent and dependent variables and their relationship
with the research questions we investigated in this paper are
in Table 8 (Appendix).

3.3 Analysis
For our first research question (RQ1) we compared pri-
vacy concerns between Saudis and Indians using the
Mann–Whitney–Wilcoxon (MWW) test. In doing so, we com-
pared the responses to their privacy-related concern questions
(‘Privacy Concern’ variables). All of the five variables were
measured on a three-point Likert scale for the Saudi popu-
lation. The MWW test is a non-parametric test of the null
hypothesis that it is equally likely that a randomly selected
value from one sample will be less than or greater than a
randomly selected value from a second sample [43]. This
makes it suitable for dealing for the Likert-scale data used for
quantifying privacy concerns in the two samples [71].

We also use the MWW test to answer our second research
question (RQ2) pertaining to gender differences in privacy
concerns. We maintain the separation between the popula-
tions, with gender as the additional control variable.

For our third research question (RQ3), where we measure
the concern factors that influence privacy behavior, we per-
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Q. No. Description Type
Privacy Concerns

1
Sensitive Data: I frequently use WhatsApp to send/share private or sensitive
chats/media. Likert

2
Professional Contact: Do you use WhatsApp to communicate formally or informally
with your professional contacts, like your boss or coworkers? Likert

3
Targeted Ads: Are you concerned that since Facebook bought WhatsApp, targeted ads
might start appearing in WhatsApp? Likert

4
Group Add Ask: When adding me to a group chat, I would like the app to (ask/ not ask)
me before adding. Likert

5
Stranger Contact Concern: Are you concerned that anyone who has your phone number
is able to contact you and see the activity shared publicly using WhatsApp? Likert

Usage
6 Platform: Which operating system do you currently use for your primary smartphone? Categorical
7 Frequency: On average, how often do you use WhatsApp? Categorical
8 Length: How long have you been using WhatsApp? Categorical

Demographics
9 Age Categorical
10 Gender Boolean
11 Education Categorical

Table 2: Privacy concerns, usage and demographic factors which are independent variables for both population samples.

formed an exploratory factor analysis (EFA) along with lo-
gistic and and ordered logistic regression. EFA was used to
find influential underlying factors from a set of observed in-
dependent variables. We used the Privacy Concerns, Usage,
and Demographics variables to form a new set of variables
that would be independent of each other. EFA extracts the
maximum variance from all the variables and groups them
under a common score. A latent factor representation of the
independent variables allows us to deal with multicollinearity.
When the degree of collinearity is high between independent
variables, it becomes difficult to estimate the relationship be-
tween each independent variable and the dependent variable,
as well as, the overall precision of the estimated coefficients.

EFA helps in finding the relationship between independent
variables in terms of a smaller set of factors. We tested the ad-
equacy of conducting EFA for both samples using the Kaiser-
Meyer-Olkin (KMO) measure of sampling adequacy [26] and
the Bartlett’s test of Sphericity [66]. The KMO measure is
a statistic that indicates the proportion of variance in the de-
pendent variables that might be caused by underlying factors.
The Bartlett’s test of Sphericity measures the hypothesis that
the correlation matrix is an identity matrix, which would indi-
cate that the independent variables are unrelated and therefore
unsuitable for EFA. We used orthogonal rotation with the
varimax method to force the latent factors to remain uncor-
related. We considered an item to be loaded on a factor if its
loading exceeded 0.3 and repeated it for each sample. Finally,
we used logistic and ordered logistic regression to analyze
the influence of the independent variables in the privacy at-
titudes of both samples. This results inform the discussion

about how nationality-based mental models have an impact of
the privacy preferences (measured through feature and profile
setting choices) of users. We used the psych package in R to
run the EFA and regression analyses.

3.4 Considerations and Limitations

In the two years between the studies there were no significant
user interface changes; however, WhatsApp did add new fea-
tures. These features were Live Location (real-time location
sharing), document sharing, making phone calls, and end-to-
end encryption for text messages. We have tried to account
for the changes in features by measuring respondents’ set-
tings on these features independently. We acknowledge that
there is a possibility of a shift in general privacy attitudes over
two years of the survey. We also noted that there were no
changes in WhatsApp during this time period that addresses
our recommendations and yet hope that these may be adopted.
WhatsApp had a $1 yearly subscription fee beginning in 2013.
This was eliminated in 2016 [61] which might have an effect
on its adoption in both countries.

This study is focused on participants with different origins,
but not necessarily culture. The distinction between culture
and origin is profoundly important, nuanced, subject to a vast
literature [27]. This discussion is beyond the scope of this
work but could be the subject of further research.

Due to the use of snowball sampling, our sample is not
statistically representative of the populations. However, it
does provide valuable insight into the privacy concerns of
respondents. Snowball sampling was responsible for the de-
mographic skew even as it helped reach our participants. De-
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mographics is one of the many factors that affect findings like
workplace contact concerns. It is reasonable to assert that a
representative sample would include the issues we address
(like the prevalent use of WhatsApp in workplaces) and our
results would still hold. Nevertheless, a more representative
sample that accounts for nuanced cultural differences within
countries would be beneficial for further research and would
likely expand the recommendations.

4 Findings

Following the quantitative analysis above, we categorized our
findings in three sections. First, we report privacy concerns
based on nationality. Next, we report privacy concerns based
on gender. Finally, we present how privacy behavior of users
was dependent on privacy concerns.

4.1 Privacy Concerns Based on Nationality
Overall, we noticed that while Saudi and Indian partici-
pants have different privacy concerns towards WhatsApp,
there are concerns that are also similar for both population
samples. Figure 1 shows the differences regarding the pri-
vacy concerns between Saudis and Indians. Specifically, we
found that the higher concerns towards being contacted by
strangers is statistically significant for Saudis than for Indi-
ans (W = 37,254, p < .001). On the other hand, we found
that Indians tend to be more privacy concerned than Saudis
regarding being contacted by professional contacts. Indian
respondents also seemed to have greater privacy concerns
about being subjected to targeted advertisements over What-
sApp. Concerns towards being contacted by a professional
contact (W = 66,299, p < .001) and targeted advertisements
(W = 56,408, p < .001) that uses data from their conversa-
tions are significantly greater for Indians than for Saudis re-
spectively.

However, we did not find significant differences between
concerns about Sensitive Data and Group Add Ask. Their
concerns over sharing sensitive information and preferences
for being asked before someone adds them to a group were
similar. Respondents from both samples shared data which
they believed was sensitive, and expressed displeasure at being
added to WhatsApp groups without consent.

4.2 Privacy Concerns Based on Gender
Figure 2 compares the privacy concerns between Saudis and
Indians by gender. We tested the same five categories per-
taining to privacy concerns (Targeted Ads, Stranger Contact
Concern, Sensitive Data, Professional Contact, and Group
Add Ask) as seen in Table 2, splitting the two samples by gen-
der and using the MWW test. We found that privacy concerns
between genders within the same sample (for both Saudis
and Indians) are not statistically significant. In other words,

Figure 1: Privacy concerns of respondents by nationality.

within the same sample, both men and women expressed the
same level of privacy concerns.

However, when we compared the two samples by gender
individually, the concerns were different. For females, we
found that the concern towards being contacted by a stranger
is statistically significant greater for Saudis than for Indi-
ans (W = 11,648, p = .015). Similarly, we found that the
concern towards being contacted for professional contact is
statistically significant greater for Indians females than for
Saudis females (W = 6,569, p < .001). We also compare

Figure 2: Privacy concerns of Saudi and Indian respondents
by gender.

the privacy concerns between samples for males. We found
that the concern towards being contacted by a stranger is
statistically significant greater for Saudi males than for In-
dian males (W = 12,222, p < .001). Conversely, we found
that the concern towards being contacted for professional
contact is statistically significant greater for Indians than for
Saudis (W = 8,545, p < .001). Overall, results across gen-
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Q. No. Description Type
Feature Settings

1
Blocking: Did you use the Blocked feature in WhatsApp to block any person from
contacting with you? Boolean

2 Auto Download: Did you disable the auto-download feature on WhatsApp? Boolean
3 Location: Have you previously shared your location using WhatsApp? Boolean

4
Notification: Have you enabled WhatsApp to send you notifications when there is a
new message? Boolean

Profile Information
6 Profile Photo: What is your setting? (Everyone, My Contacts, Nobody) Categorical
7 Last Seen: What is your setting? (Everyone, My Contacts, Nobody) Categorical
8 Status: What is your setting? (Everyone, My Contacts, Nobody) Categorical

Table 3: Feature settings and profile information which are dependent variables for both population samples.

ders between different samples are consistent for females and
males. Thus, the privacy concerns reflected by overall partici-
pants were also reflected by gender with no gender differences
within each sample.

We did not find significant differences between Sensitive
Data and Group Add Ask privacy concerns when comparing
genders between the two samples.

4.3 Comparing Privacy Behavior Based on
Privacy Concerns

Following comparison between Saudi and Indian users of
WhatsApp against their privacy concerns, we tested to see if
privacy behavior in each sample differed based on privacy
concerns. Privacy behavior was measured in terms of user be-
havior in using WhatsApp features like Blocking (restricting
access to self), Auto-Download (allowing automatic down-
load of media files), Location (sharing static map coordinates),
and Notification (enabling notifications on device from What-
sApp when user receives a message). We used three addi-
tional features pertaining to user profile information - Profile
Photo, Last Seen (when the user had last checked their What-
sApp messages) and Status (static description of users about
themselves). These had three levels of access control - Every-
one, Contacts only, and Nobody. We removed Live Location
(ability to share location continuously instead of static coor-
dinates), Read Receipts (blue ticks showing when messages
have been delivered and seen), and Live Status (instant story
posts visible for 24 hours) which were not present across both
surveys.

4.3.1 Exploratory Factor Analysis (EFA)

Saudi Users: For Saudis, the variable to subject ratio was
1:41.1 (452/11 = 41.1). This shows that the number of par-
ticipants per question was adequate to obtain quality in the
factor solution [35]. The Kaiser-Meyer-Olkin (KMO) test
statistic for sampling adequacy was 0.50 which makes this
dataset acceptable for EFA. In addition, the Bartlett’s Test

Age &
Education

Usage
Platform

Group
Permission Gender

Information
Sensitivity

Targeted
Ads

Age 0.962
Education 0.490
Platform 0.992
Group Add Ask 0.671
Gender 0.565
Sensitive Data 0.418
Frequency 0.316
Targeted Ads 0.461
Stranger Contact
Concern
Length
Professional Contacts
Eigenvalues 1.465 1.284 1.213 1.101 1.03 1.011
% of Total Variance 10.7 9.1 4.8 3.9 3.7 2.6

Table 4: Rotated varimax factors from the factor analysis of
privacy concerns of Saudi participants.

of Sphericity [66] revealed that the correlation matrix came
from independent samples (χ2 = 177.1, d f = 55, p < .05),
and further indicated that the factor analysis was justified by
the properties of the correlation matrix. Therefore, EFA is
considered as an appropriate technique for further analysis of
this sample.

We identified and extracted factors based on the Kaiser’s
criterion for eigenvalues, i.e., we choose all factors with an
eigenvalue greater than 1 as a measure of reliability [31]. Fig-
ure 3 shows the scree plot of successive eigenvalues. Specifi-
cally, it shows that after the sixth the total variance accounts
for smaller amounts. The rotated factor loadings along with
the eigenvalues are illustrated in Table 4.

The six selected factors predicted 34.8% of the variance,
including: variables that are related to demographics (i.e., Age
and Education), operating system type (i.e., Usage Platform),
privacy issues for being added to a group chat (i.e., Group
Permission), Gender, privacy issues to send private data and
frequency (i.e., Information Sensitivity), and being targeted by
advertisements (i.e., Targeted Ads). Each of these components
accounted for 10.7%, 9.1%, 4.8%, 3.9%, 3.7% and 2.6% of
variance respectively.

Indian Users: For Indians, the variable to subject ratio was
1:20.1 (221/11 = 20.1). Similar to Saudi respondents, the num-
ber of participants per question was adequate to obtain quality
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Figure 3: Scree plot showing eigenvalues for EFA among
Saudi users. There are six values that are greater than 1.

Figure 4: Scree plot showing eigenvalues for EFA among
Indian users. There are six values that are greater than 1.

in the factor solution [35]. The KMO test statistic was 0.50
which makes this dataset acceptable for EFA. The Bartlett’s
Test of Sphericity revealed that the correlation matrix came
from independent samples (χ2 = 70.5, d f = 55, p < .05), and
further indicated that the factor analysis was justified by the
properties of the correlation matrix. Therefore, EFA is consid-
ered as an appropriate technique for further analysis of this
sample as well.

We retained only the factors which had eigenvalues greater
than 1 in accordance with Kaiser’s criterion like we did for
the Saudi samples [31]. As can be seen Figure 4 shows the
scree plot of successive eigenvalues, of which we selected six
factors. The rotated factor loadings are illustrated in Table 5.

The six selected factors predicted 34% of the variance,
including: variables that are related to privacy regarding Sen-
sitive Data, type of operating system (i.e., Usage Platform),
frequency of using WhatsApp (i.e., Usage Frequency), pri-

Sensitive
Data

Usage
Platform

Usage
Frequency

Education &
Group Permission

Age &
Targeted Ads

Professional
Contacts

Professional Contact 0.676
Targeted Ads 0.609
Age 0.340
Group Add Ask 0.504
Education 0.353
Frequency 0.587
Platform 0.741
Sensitive Data 0.981
Stranger Contact
Concern
Length
Gender
Eigenvalues 1.475 1.314 1.073 1.010 1.143 1.225
% of Total Variance 9.1 5.8 5.2 4.7 4.7 4.5

Table 5: Rotated varimax factors from the factor analysis of
privacy concerns of Indian participants.

vacy issues for being added to a group chat and education
(i.e., Education and Group Permission), privacy issues related
to being targeted by advertisements and age (i.e., Age and
Targeted Ads), and privacy issues regarding being contacted
by professional contacts (i.e., Professional Contact). Each
of these components accounted for 9.1%, 5.8%, 5.2%, 4.7%,
4.7% and 4.5% of variance, respectively.

After EFA for each sample, we tested the six factors ob-
tained in each case against privacy behavior of respondents.

4.3.2 Findings from Regression Analysis

We used factor scores (i.e., each example weight into its
factor loading) from the EFA as the predictors of privacy
attitudes using multiple logistic regression (for Blocking,
Auto Download, Location, and Notification) and multiple
ordinal logistic regression (for Profile Photo, Last Seen, and
Status) based on the type of dependent variable. In doing so,
each example contribution to the factor score depends on how
strongly it relates with the factor. The reported regression
coefficients are based on the logarithm of the odds. Odds
are the probability of an event occurring divided by the
probability of the event not occurring. In our results, that
means that for every one unit of gain in the independent
variable, the logarithm of odds of the dependent variable
increases by the correspondent coefficient. For details about
the interpretation of the regression coefficients, we suggest
the reader the work in [23].

Saudi Users: Table 6 shows the coefficients of the regres-
sion model for Saudi respondents with statistically significant
p-values. As seen in the table, most factors only effect one
of the feature settings. Given that the level of significance is
(*) for p < .05, (**) for p < .01, and (***) for p < .001, we
observe the following.

Gender is statistically significant and contributes (0.498)
to the overall inclination to use the Blocking feature. Thus,
female Saudi users were more likely to use this feature to
block access to them on WhatsApp if it was from a person
they did not know.
When respondents were more likely to be asked before being
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added to a group, the likeliness that they would not download
content from another user was higher, indicated by a high
coefficient in case of Auto Download (0.416) (note that the
question for Auto Download is framed in terms of disabling
the feature).
Age and Education (-0.2789) as well as privacy concerns
about receiving targeted advertisements (-0.3067) were linked
to user choice of turning notifications on or off. Older and
more educated users were more likely to turn off notifications.
Similarly, users with higher concerns about targeted advertise-
ments turned their notifications off. This indicates that users
who had more experience and knowledge of WhatsApp, cou-
pled with an aversion to targeted advertisements were more
likely to avoid notifications.
Privacy concerns did not significantly affect Location settings
and profile settings like Profile Photo, Last Seen, and Status
for Saudi users.
Usage variables like type of operating system (Usage Plat-
form) did not effect privacy behavior. Similarly, willingness
to share sensitive data frequently (Information Sensitivity) did
not effect privacy behavior.

Indian Users: Table 7 shows the coefficients of regres-
sion analysis for Indian respondents. We found that privacy
concerns did effect privacy behavior in case of Indian users
as well, but their privacy behavior was very different from
Saudis.
Privacy concerns or demographics did not effect feature set-
tings like Blocking (which was effected by gender in case of
Saudis) and Location sharing. However, unlike Saudi users,
privacy concerns did effect how Indian users changed their
profile settings like Profile Photo and Last Seen. Last Seen
had a high value of regression coefficient (0.32010) and was
more likely to be hidden by more educated users who were
concerned about being added to a group with consent (Educa-
tion and Group Permission). A possibility is that they chose
to hide when they were last online when more people had
access to them.
Privacy concerns about being contacted by colleagues from
a workplace (Professional Contact) had a higher coefficient
for Auto Download (0.35605) and Notification (0.420984)
settings.
Similar to Saudi users, concerns about sensitive data did not
play a role in effecting privacy behavior. More broadly, edu-
cation and group permissions were two overlapping factors
that effected privacy behavior in both samples. While gender
and targeted advertisements played a more important role
for Saudi users, privacy behavior of Indian users depended
on professional contacts. Profile settings were effected by
privacy concerns more for Indian users than Saudi users.

5 Discussion and Implications

Our findings reify and add to previous results on the relation-
ship between culture and privacy. The major goal of this study

was to highlight both similarities and differences between
two culturally distinct non-WEIRD populations. Our find-
ings expand existing literature on cross-cultural privacy in the
SOUPS community. We discuss practical recommendations
for more inclusive privacy design choices for non-WEIRD
countries; for example, stranger contact concerns and work-
personal boundaries.

We found that participants within each individual sam-
ple had similar privacy concerns. Neither gender nor ori-
gin alone were significant determinants; however, gender
effected privacy controls among Saudi users. Not only did
female users had greater privacy concerns about being con-
tacted by strangers over their Indian counterparts, but also this
concern effected the use of the blocking feature (to prevent
strangers from contacting them).

We have also shown that privacy concerns were depen-
dent on origin, but there were aspects common across the
non-WEIRD samples in the study. Both participant groups
shared sensitive content over WhatsApp. Furthermore,
this sharing was not found to have an effect on their pri-
vacy behavior. Both groups also had similar group privacy
concerns and disliked being added to a group without their
consent. However, this was expressed in different ways in
different samples. While Saudis restricted content from auto-
downloading, Indians restricted visibility access (being seen
by other people that they were online) by hiding their Last
Seen.

In terms of privacy behavior, neither Saudi nor Indian users
changed settings based on the sensitivity of information con-
tent, but rather information recipient. This was particularly
true for restricting stranger contact (among Saudis) and pre-
venting use of WhatsApp for professional contacts (among
Indians).

Based on our findings, we make the following design rec-
ommendations to the already significant security and pri-
vacy features of WhatsApp (and future social messaging plat-
forms). While these are specific to WhatsApp, the feature
settings offered by WhatsApp and the privacy concern vari-
ables that have been operationalized in our study (Targeted
Ads, Stranger Contact Concern, Sensitive Data, Professional
Contact, and Group Add Ask) can be observed in other mobile
messaging applications like Signal as well.

5.1 Offer an Option for Permissions-Based
Contact

Being contacted by strangers was disliked by Saudi female
respondents. While we do not suggest a gender-based con-
trol, adhering to stronger privacy concerns might improve
the privacy of the overall platform. One of the peculiarities
of WhatsApp is that contact information of users is easily
accessible if they are in a common group, even after blocking
particular users. A problem that might happen in large groups
in that strangers can contact users over other communication
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Factors Blocking Auto Download Location Notification Profile Photo Last Seen Status
Intercept 1.208*** 0.427*** 0.722*** 1.291***
Age and Education -0.024 0.088 -0.157 -0.279* 0.013 -0.021 -0.058
Usage Platform -0.139 0.117 0.117 -0.217 -0.027 0.002 -0.068
Group Permission 0.173 0.416*** 0.034 -0.241 -0.109 0.060 0.069
Gender 0.498*** 0.158 -0.165 -0.167 -0.035 -0.143 -0.041
Information Sensitivity 0.044 -0.177 -0.027 0.138 0.169 0.065 -0.038
Targeted Ads 0.073 0.161 0.079 -0.307* -0.152 -0.165 -0.205

Statistical significance levels are indicated as: (*) for p < .05, (**) for p < .01, (***) for p < .001.

Table 6: Significant regression co-efficient values for privacy behavior measured against the six EFA factors as dependent
variables for Saudi respondents.

Factors Blocking Auto Download Location Notification Profile Photo Last Seen Status
Intercept 1.292*** -0.384* 1.244*** 2.303***
Sensitive Data -0.159 0.194 0.082 -0.452 0.152 -0.016 -0.096
Usage Platform -0.164 0.031 -0.056 -0.169 0.353* 0.018 0.253
Usage Frequency -0.153 0.079 0.254 0.006 -0.098 -0.038 -0.032
Education and Group
Permission -0.141 -0.017 0.051 0.0368 0.304 0.320* 0.215

Age and Targeted Ads 0.101 0.170 -0.267 -0.168 0.169 0.025 0.084
Professional Contact -0.438 0.356* -0.043 0.421* 0.081 0.184 -0.137

Statistical significance levels are indicated as: (*) for p < .05, (**) for p < .01, (***) for p < .001.

Table 7: Significant regression co-efficient values for privacy behavior measured against the six EFA factors as dependent
variables for Indian respondents.

channels if they happen to be in a common group. While the
current version of WhatsApp asks the user if they want to
receive communication from someone not in their contact list,
it does not prevent strangers from reaching users over other
communication channels like text messages or phone calls.

A way to enforce this would be to replace contact in-
formation sharing with username (or similar) sharing. This
would protect both users who are stranger-averse and those
being cyber-bullied. A way to ensure advanced permission-
based contact would be to allow a mechanism for cooperative
blocking. Due to the nature of WhatsApp as a messaging plat-
form, there is not a centralized way to report platform abuse.
Blocking is limited to individuals even though WhatsApp is
used as a social platform with large groups. Allowing com-
munities to self-organize and block individuals collectively
would enhance the usability of the platform and the autonomy
of users. This is also a practice that can be extended to mes-
saging applications which do not have a permission-based
contact mechanism in place.

5.2 Choice and Consent in Joining Groups

Respondents from both the samples in our dataset wanted
to be asked before being added to a group. Given that users
restricted content and access based on group permissions, it is
likely that this is more than a social construct and privacy con-
trols that allow users the ability to consent before being added
to a group must exist. Messaging applications at large would

benefit from this consent process as group communication
become increasingly prevalent.

5.3 Option for Group Types

Saudi users seemed to use WhatsApp in a more personal
setting given that being contacted by colleagues was not sig-
nificantly higher. On the other hand, WhatsApp is frequently
used in India for contacting colleagues in workplaces and
other professional contacts. Our findings indicate that privacy
behavior on WhatsApp was effected by user choice to inter-
act with professional contacts. This is possibly because users
have different self-presentation for their personal and profes-
sional lives [51]. Our findings amplify previous research on
WhatsApp as well where qualitative research has stressed
the importance of “communication places” to separate group
interaction over WhatsApp [45].

Enabling easy segregation of users into high level groups
such as work and family and having audience based infor-
mation boundaries would ensure that users are able to share
selectively without worrying about boundary management be-
tween close members and co-workers (especially with more
broadcast features like Live Status). Such group-based access
control can be applied to other messaging applications as
well.

While the above design implications are yet to be tested,
they extend directly from our findings and serve as some of the
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possibilities to make WhatsApp (and possibly other similar
messaging applications) more privacy-sensitive and to cater to
complex privacy expectations, enhance risk communication
and improve trust. Privacy behavior variables like Blocking,
Auto Download, Location, Notification, Profile Photo, Last
Seen, and Status are present in other messaging platforms like
Facebook Messenger and Signal as well, and can be similarly
studied to view the effect of privacy concerns over behavior.

Though measuring the different dimensions of culture elab-
orated in Hofstede’s work is not covered in the breadth of
this study, the influence of nationality seems to hint at the
underlying cultural values that affect both privacy concerns
and privacy behavior. Figure 5 shows the Hofstede’s cultural
values measured in terms of power distance, individualism,
masculinity, uncertainty avoidance, long term orientation, and
indulgence [27] (adopted from Hofstede Insights [30]). Some
of these factors may help explain the privacy behavior that
we observed in our study. For example, the greater likelihood
of Saudis to avoid uncertainty in social situations might drive
their reluctance to interact with strangers. Similarly, higher
sense of individualism among Indians might explain why they
did not want to be contacted by colleagues beyond their work-
place. However, these are only conjectures and a future study
could help explain the same.

6 Conclusion

Our findings indicate that privacy concerns had both similari-
ties and differences between Saudi and Indian users, both of
which were non-WEIRD populations. These privacy concerns
combined with demographics like gender affected the privacy
behavior of users on WhatsApp in very specific and distinct
ways.

Figure 5: Hofstede’s cultural dimensions in Saudi Arabia and
India (estimates).
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Privacy behavior had differences between populations.
However, there were also similarities. This allows an op-
portunity for mobile messaging platforms to enforce both
universal and culture-specific boundary management. Privacy

behavior was also socially situated, with Indian participants
most likely to hide change feature settings to restrict con-
tent from professional contacts rather than friends or family.
Most participants in both populations wanted to be able
to control the content and recipient (with a greater focus
on recipients) of their shared information.

A core observation, and one which calls for more research is
that WhatsApp is experienced as a social network application
rather than a messaging application. The embedded use of
large groups and workplace-linked contact norms indicate that
user perception of WhatsApp is very socially grounded. This
leaves an opportunity for a more nuanced re-examination of
how privacy settings are implemented. However, our findings
cannot be generalized across all non-western populations.
A more large scale study with different nationalities across
different messaging platforms would be a richer description
of privacy concerns in mobile applications. Nevertheless, the
results serve to inform the importance of inclusiveness in
design choices for privacy–impinging technologies that reach
across the globe.

We hope that a brief comparative study would highlight
some of the more culturally and socially grounded privacy
choices that non-WEIRD populations make. An in-depth cul-
tural study would add to the findings in explaining the norms
behind why these privacy choices come into practice in such
populations. Religion, political climate, economic models,
personal freedom, and societal norms among many others
could influence the way people interact with others on mobile
messaging platforms, of which WhatsApp is a widely used
example.

We used datasets from two populations available to us in
order to study cross-cultural privacy concerns and behavior.
Studies which include participants from multiple countries,
would inform a richer perspective on how different cultures
value privacy. In addition, studying the different cultural as-
pects of privacy might be useful not only to make messaging
platforms like WhatsApp sensitive to privacy preferences
but also identify areas where cultures reconcile, and create a
shared notion of privacy defaults. As mobile messaging plat-
forms increase, largely due to low data usage in non-WEIRD
countries, future studies could address different aspects of
lesser studied populations to informa privacy choices.

Another aspect that would benefit from follow-up research
would be the effect of technical expertise on privacy choices
in non-WEIRD populations. Technical expertise [20, 56] and
innate privacy sensitivity [37,41] have long been hypothesized
as a measure of privacy behavior and could be implemented
in future work.
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A Appendix: Survey Instrument (Excerpt)
and Table of Variables

Please note that the numbers are for ordering the options, and
are not necessarily used in the same order for the analysis

• What is your age?
(1) Less than 18 years (2) 18-24 years (3) 25-30 years
(4) 31-40 years (5) 41-50 years (6) More than 50 years

• Do you have a WhatsApp account?
(1) Yes (2) No

• Which operating system do you currently use for your
primary smartphone?
(1) Android (2) iOS (3) Windows (4) Blackberry (5)
Symbian (6) Other. Specify.

• Are you concerned that since Facebook bought What-
sApp, targeted ads might start appearing in WhatsApp?
(1) Definitely yes (2) Probably yes (3) Might or might
not (4) Probably not (5) Definitely not

• How long have you been using WhatsApp?
(1) Less than 1 year (2) 1-2 years (3) 2-3 years (4) 3-4
years (5) 4-5 years (6) More than 5 years

• Do you use the latest updated version of WhatsApp?
(1) Yes (2) No (3) I don’t know

• On average, how often do you use WhatsApp?
(1) More than once a day (2) Daily (3) More than once a
week (4) Once a week (5) More than once a month (6)
Once a month (7) More than once a year (8) Once a year
(9) Never

• Auto-download feature in WhatsApp allow your me-
dia (e.g. images, audio, and video) to be downloaded
automatically without the need to explicitly do it manu-
ally. This feature is automatically activated in WhatsApp
which can be altered later by going to the WhatsApp
settings. Did you disable the auto-download feature on
WhatsApp?
(1) Yes (2) Maybe (3) No (4) I do not know

• Blocked feature in WhatsApp allows its users to add
any person to the blocked list to prevent them from con-
tacting the user. Did you use the Blocked feature in
WhatsApp to block any person from contacting with
you?
(1) Yes (2) Maybe (3) No (4) I do know about this feature

• Have you enabled WhatsApp to send you notifications
when there is a new message?
(1) Yes (2) No (3) I do not know

• Have you previously shared your location using What-
sApp?
(1) Yes (2) No (3) I did not know about the feature

• I frequently use WhatsApp to send/share private or sen-
sitive chats/media:
(1) Strongly agree (2) Somewhat agree (3) Neither agree
nor disagree (4) Somewhat disagree (5) Strongly dis-
agree

• Are you concerned that anyone who has your phone
number is able to contact you and see the activity shared
publicly using WhatsApp?
(1) Yes (2) Maybe (3) No (4) I do not care

• When adding me to a group chat, I would like the app
to:
(1) Definitely ask me before adding (2) Ask me before
adding only to specific groups (3) Does not really need
to ask me before adding (4) I don’t care

• WhatsApp has some privacy features. It allows you to
show your last seen, profile photo or/and status to ev-
eryone (default option), just the people on your contact
list, selectively choose some people, or nobody. What
is your setting in each of the following: [ Everyone (1)
My Contacts (2) Nobody (3) I do not know (4)] (1) Last
Seen (2) Profile Photo (3) Status (4) Live Location (5)
Read Receipts
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Research Questions Independent Variables Dependent Variables

RQ1, RQ2 (MWW Test) (1) Origin/ Nationality (2) Gender

(1) Sensitive Data
(2) Professional Contact
(3) Targeted Ads
(4) Group Add Ask
(5) Stranger Contact Concern

RQ3 (Exploratory Factor Analysis)

(1) Sensitive Data (2) Professional Contact
(3) Targeted Ads (4) Group Add Ask
(5) Stranger Contact Concern (6) Platform
(7) Frequency (8) Length
(9) Age (10) Gender (11) Education

Saudi
(1) Sensitive Data (2) Usage Platform
(3) Usage Frequency (4) Education and
Group Permission (5) Age and Targeted
Ads (6) Professional Contact
India
(1) Age and Education
(2) Usage Platform
(3) Gender (4) Information Sensitivity
(5) Targeted Ads

RQ3 (Regression Analysis)

Saudi
(1) Sensitive Data (2) Usage Platform
(3) Usage Frequency (4) Education and
Group Permission (5) Age and Targeted Ads
(6) Professional Contact
India
(1) Age and Education (2) Usage Platform
(3) Gender (4) Information Sensitivity
(5) Targeted Ads

(1) Blocking (2) Auto Download
(3) Location (4) Notification (5) Profile
Photo (6) Last Seen (7) Status

Table 8: List of independent and dependent variables for each research questions.

• What is your primary country of citizenship?

• Which gender do you identify with the most? (1) Female
(2) Male (3) Other (4) Do not wish to specify

• What is the highest level of education you have com-

pleted? (If currently enrolled, highest degree received.)
(1) Less than high school (2) High school graduate (3)
Diploma (4) Vocational training (5) Bachelors degree
program (6) Masters degree program (7) Professional

degree (8) Doctorate (9) Other. Specify.
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